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INTRODUCTION 
 
 
 
This document describes necessary steps and guidelines to optimally configure the Enterasys Wireless 
platform with Ascom i62 VoWiFi handsets.  

 
The guide should be used in conjunction with both Enterasys and Ascom’s configuration guide(s). 
 
 

Ascom solution 

Ascom Wireless Solutions (www.ascom.com/ws) is a leading provider of on-site wireless communications 
for key segments such as hospitals, manufacturing industries, retail and hotels. More than 75,000 
systems are installed at major companies all over the world. The company offers a broad range of voice 
and professional messaging solutions, creating value for customers by supporting and optimizing their 
Mission-Critical processes. The solutions are based on VoWiFi, IP-DECT, DECT, Nurse Call and paging 
technologies, smartly integrated into existing enterprise systems. The company has subsidiaries in 10 
countries and 1,200 employees worldwide. Founded in the 1950s and based in Göteborg, Sweden, 
Ascom Wireless Solutions is part of the Ascom Group, listed on the Swiss Stock Exchange. 

 

Enterasys solution 
 
Enterasys has a rich history as a pioneer in the switching and routing market, dating back to 1983 when 
the company was originally formed as Cabletron Systems. Today's full portfolio of wired/wireless network 
infrastructure and security solutions leverages that experience and a robust technology patent portfolio to 
provide built-in automation, visibility and control capabilities to solve critical customer networking and 
mobility challenges. 
 
Siemens Enterprise Communications is a premier provider of end-to-end enterprise communications, 
including voice, network infrastructure and security solutions that use open, standards-based unified 
communications and business applications for a seamless collaboration experience. This award-winning 
“Open Communications” approach enables organizations to improve productivity and reduce costs 
through easy-to-deploy solutions that work within existing IT environments, delivering operational 
efficiencies. It is the foundation for the company's OpenPath® commitment that enables customers to 
mitigate risk and cost-effectively adopt unified communications. Jointly owned by The Gores Group and 
Siemens AG, Siemens Enterprise Communications includes Cycos and Enterasys Networks. For more 
information about Siemens Enterprise Communications or Enterasys please visit www.siemens-
enterprise.com or www.enterasys.com. 

http://www.ascom.com/en/index/group/company/divisions/wireless-solutions.htm
http://www.siemens-enterprise.com/us/products/unified-communications-collaboration.aspx
http://www.siemens-enterprise.com/us/products/unified-communications-collaboration.aspx
http://www.siemens-enterprise.com/
http://www.siemens-enterprise.com/
http://www.enterasys.com/
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SITE INFORMATION 

 
Test Site:  
Ascom US 
598 Airport Blvd, Suite 300 
Morrisville, NC, US-27560 
USA 
 
 
 
Participants: 
Karl-Magnus Olsson, Ascom HQ 
 
 
 
 
 
 
TEST TOPOLOGY 
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SUMMARY 
 
 
Please refer to Appendix B for detailed results.  
 
WLAN Controller Features 

High Level Functionality Result 
Association, Open with No Encryption OK 
Association, Open with Static WEP64/128 OK 
Association,  WPA-PSK, TKIP OK 
Association,  WPA2-PSK, TKIP  Not supported by controller 
Association,  WPA2-PSK / AES Encryption OK 
Association,  LEAP Authentication Not supported by controller 
Association, PEAP-MSCHAPv2 Auth, TKIP Encryption OK 
Association, PEAP-MSCHAPv2 Auth, AES Encryption OK 
Association with EAP-FAST authentication OK *  
Association, Multiple ESSIDs OK 
Beacon Interval and DTIM Period  OK 
Preauthentication Not recommended 
PMKSA Caching OK 
WPA2-opportunistic/proactive Key Caching OK 
WMM Prioritization OK 
Active Mode (load test) OK  
802.11 Power-save mode OK 
802.11e U-APSD OK ** 
802.11e U-APSD (load test) OK  
 
* ) EAP-FAST ok with WPA and WPA2, NOK with WEP 
** ) Problem with “U-APSD handshake”. Make sure the system and the handset have the same configuration when it 
comes to U-APSD. 
 
 
  
Roaming 

High Level Functionality Result 
Roaming, Open with No Encryption OK (Avg roaming time 12ms) * 
Roaming, Open with Static WEP64 OK (Avg roaming time 15ms) * 
Roaming, WPA-PSK, TKIP Encryption OK (Avg roaming time 29ms) * 
Roaming, WPA2-PSK, AES Encryption OK (Avg roaming time 21ms) * 
Roaming, LEAP, WEP/TKIP Encryption (CCKM) Not supported by controller 
Roaming, PEAP-MSCHAPv2 Auth, AES Encryption OK (Avg roaming time 19ms)* /** 
  
*) Average roaming times are measured using 802.11b/g/n. In general the 802.11a/n roaming times were slightly 
lower than using b/g speeds. Refer to the test protocol in Appendix B for details. 
 
* *) Measured times is with opportunistic key caching enabled (default enabled) 
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Known issues 
 
 

• U-APSD handshake. Handset tries to use U-APSD even if it is not announced by system. 
Solution: Make sure to enable U-APSD in the system if enabled in the handset. 
 

• Pre authentication not working.  
Solution: Use opportunistic key caching.  
 

• EAP-FAST with WEP not working.  
Solution: Avoid WEP and use WPA or WPA2 instead. 

 
 

 

Compatibility information 
 
All tests were done on AP3610 (Internal antennas) and a C20 controller. Due to the fact that AP3605, 
AP3610, AP3620, AP3630 and AP3640 share the same WLAN chipset, their behavior can be considered 
to be identical. We therefore ensure compatibility/interoperability according to the list below. 
 
 
Supported access points with Enterasys Wireless version 07.41.01.xxxx or above: 
 
AP3605 
AP3610 
AP3620 
AP3630 (Converted to Fit Mode) 
AP3640 (Converted to Fit Mode) 
 
 
Supported controller platforms with Enterasys Wireless version 07.41.01.xxxx or above: 
 
C20/C20N 
C25 
C4110 
C5110 
 
 

General conclusion 
 
The verification, including association, authentication and roaming test produced excellent results.  
 
Roaming times were in general good with roaming times of 21ms and 19ms when using WPA2-PSK/AES 
and PEAP-MSCHAPv2 (WPA2/AES). 
 
Load tests showed that it was possible to maintain 18 simultaneous calls on one access point when using 
802.11bg with the minimum basic rate set to 11Mbps. 
 

Load tests showed that it was possible to maintain 16 simultaneous calls on one access point when using 
802.11an with the minimum basic rate set to 6Mbps.  
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TEST RESULTS 

 
 
Ascom WLAN Infrastructure Verification – VoWiFi 
 
Software Versions: 

• Enterasys C20 Version 07.41.01.xxxx 
• AP3610 
• Ascom i62, v2.2.14 
 

Signaling Protocol: 
• SIP, Innovaphone IP6000 used as SIP server. Version 7 hotfix 15 

 
Configuration of WLAN System: 

• Beacon Interval: 100ms 
• DTIM Period: 5  
• 802.11b/g/n 
• 802.11a/n 
• WMM/ U-APSD Enabled  
• 802.11d Regulatory Domain: World mode 
• Minimum basic rate set to 11Mbps 

 
 

 
Ascom i62 Configuration: 

• World Mode Regulatory Domain set to World mode. 
• IP DSCP for Voice: 0x2E (46) – Expedited Forwarding  
• IP DSCP for Signaling: 0x1A (26) – Assured Forwarding 31 
• Transmit Gratuitous ARP: Enable 

 
 
 
Keep in mind that security options and power save modes were adjusted according to requirements in 
individual test cases. Please refer to appendix A for information regarding device configuration.
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Test Areas 
 
 
Association and Authentication: 100% pass (14/14) 
 

• Only security settings available through the web GUI were tested. 
• FreeRadius was used in the test cases where an authentication server was needed. 

 
Power Save: 100 % pass (2/3) 
 

• Power save and U-APSD passed both when using 802.11a/n and 802.11b/g/n 
 
 

QOS: 100% pass (1/1) 
 

• WMM has to be enabled on controller. 
• Load test done with iPerf. No noticeable degeneration of voice quality.  
 
 

“Maximum Number of Calls”: 100% pass (5/5) 
 

• 802.11bgn. It was not possible to maintain more than 10 phones in in call on one single 
access point.  

• 802.11an. All tests, including both test in Active mode and in U-APSD, passed and it was 
possible to make 8 calls including 16 phones on one single access point. 

 
 
Roaming and Handover Times: 100% pass (6/6) 
 

• FreeRadius was used in the test cases where an authentication server was needed. 
 

 
Battery Lifetime: 100% Pass (3/3) 
 

• > 80 hrs battery lifetime in idle mode (DTIM period = 5)  * 
• 4h+ battery lifetime with ongoing call in active mode * 
• 15h + battery lifetime with ongoing call in U-APSD mode * 
 
* ) Note that figures are “Up to” values which have been measured in a lab environment. There 
are a number of different variables that affects both standby time and talk time. 

 
Stability: 100% Pass (1/1) 

 
• Stable call for the duration of >24 hours in U-APSD mode. 
• Stable call for the duration of >24 hours in active mode. 
• Stability tested both on 802.11a/n and 802.11b/g/n in U-APSD mode. 

 
 
 
 
Please keep in mind that metrics do NOT account for untested cases. 
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APPENDIX A: TEST CONFIGURATIONS 
 

Enterasys Wireless C20 Controller v. 07.41.01.xxxx 
 
In the following chapter you will find screenshots and explanations of basic settings in order to get an 
Enterasys Wireless system to operate with an Ascom i62. Please note that security settings were 
modified according to requirements in individual test cases. 
 
 

Security settings (PSK) 
 

 
 
Security profile WPA2-PSK, AES encryption 
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PEAP-MSCHAPv2 using an external authentication server. 
 
 
 
 
Configuration of authentication using external Radius sever, 802.1X (Step 1). In this example is WPA2-
AES/CCMP used. “Opportunistic Keying” is strongly recommended as Key Management Option.  
 
 
 
 
 

 
 
Configuration of authentication using external Radius sever (Step 2). Select the server to use. The server 
is created/configured in next step. 
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Configuration of authentication using external Radius sever (Step 3). The IP address and the secret must 
correspond to the IP and the credential used by the Radius server.  
 
Note that depending on which Authentication method used it might be necessary to add a certificate into 
the i62. PEAP-MSCHAPv2 requires a Root certificate and EAP-TLS requires both a Root certificate and a 
client certificate. 
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General settings (SSID, QoS, Radio ) 
 
 

 
 
General SSID settings. 
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Make sure that WMM is enabled. In this example U-APSD is enabled which is strongly recommended in 
order to increase battery performance. 
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Ascom recommended settings for 802.11b/g/n are to use only channel 1, 6 and 11. Due to the limited 
number of non-overlapping channels using 802.11b/g/n it is recommended to use 20MHz channel width. 
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Under Radio 2 / Advanced; Set DTIM period to value 5 and beacon period to 100ms. These values are 
recommended in order to allow maximum battery conservation without impacting the quality. 
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Configuration of 802.11a/n: use channels according to the infrastructure manufacturer and country 
regulations.  
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Under Radio 1 / Advanced; Set DTIM period to value 5 and beacon period to 100ms. These values are 
recommended in order to allow maximum battery conservation without impacting the quality.’ 
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Note: If using channels where DFS is mandatory roaming for 802.11a, performance will be 
degraded due passive scan only. Ascom recommends avoiding the use of DFS channels. 
  
Note for 802.11an: Performance will be degraded if more than 8 channels are enabled for roaming. 
 
Note for 802.11an: Using 40 MHz channels will reduce the number of no DFS channels to 2 in ETSI 
regions. 
 
 
 
 
 
 
Controller configuration 
 
See attached file (controller_config.cli) for controller configuration.
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Ascom i62 
 
 

 
 
Recommended i62 Network settings.   
 
 
 
 
 
i62 configuration:  
 
See attached file (i62 templates.tpl) for i62 configuration.  
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Innovaphone IP6000 (IP PBX & DHCP server) 
 
The Innovaphone IP6000 was configured with a static IP address of 192.168.10.1. Signaling is less 
relevant here since testing homes in on interoperability in relation to the WLAN infrastructure and not 
features of the IP PBX. During the tests the IP6000 also was used as DHCP server. 
 
 
IP6000 configuration: 
 
See attached file (complete-IP6000-08-03-a6.txt) for IP6000 configuration.
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APPENDIX B: DETAILED TEST RECORDS 
 
VoWIFI 
 
Pass 30 
Fail 1 
Comments 12 
Untested 2 
Total 45 
 
 
See attached file (WLANinteroperabilityTestReport_Enterasys.xls) for detailed test results.   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
MISCELLANEOUS 
 
Please refer to the test specification for WLAN systems on Ascom’s interoperability web page for explicit 
information regarding each test case.  
 
See URL (requires login):  
https://www.ascom-ws.com/AscomPartnerWeb/en/startpage/Sales-tools/Interoperability 
 
 

https://www.ascom-ws.com/AscomPartnerWeb/en/startpage/Sales-tools/Interoperability
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Document History 
 
Rev Date Author Description 
PA 2010-11-07 SEKMO Draft 
PB 2011-02-25 SEKMO Draft 2. Updated with test result from i62 sw 2.2.14 
PC 2011-03-21 SEKMO Draft 3. Added/changed  “introduction” and “Summary” 
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	APPENDIX B: DETAILED TEST RECORDS


WLAN TR

		

				WLAN Interoperability Test Report								WLAN configuration:

												Beacon Interval: 100ms

				Test object - Handset:								DTIM Interval: 5

						Ascom i62 with SW version: 2.2.14						802.11d Regulatory Domain: XX

				Test object - WLAN system:								WMM Enabled (Auto/WMM)

						Enterasys AP 3600/3610 v. 07.31.02.0010						No Auto-tune

												Single Voice VLAN

						Test Case		Description		Verdict		Comment

				TEST AREA ASSOCIATION / AUTHENTICATION

						#101		Association with open authentication, no encryption		PASS

						#102		Association with open authentication, WEP 64-bits encryption		PASS

						#103		Association with open authentication, WEP 128-bits encryption		PASS

						#104		Association with WPA-PSK authentication, TKIP encryption		PASS

						#105		Association with WPA-PSK authentication, AES-CCMP encryption		See Comment		Not supported by controller

						#106		Association with WPA2-PSK authentication, TKIP encryption		See Comment		Not supported by controller

						#107		Association with WPA2-PSK authentication, AES-CCMP encryption		PASS

						#108		Association with LEAP authentication		See Comment		Not supported by controller

						#109		Association with PEAP-MSCHAPv2 auth, TKIP encryption		PASS												PASS

						#110		Association with PEAP-MSCHAPv2 auth, AES-CCMP encryption		PASS												FAIL

						#111		Association with EAP-FAST authentication		NOT TESTED												NOT TESTED

						#112		Preauthentication		FAIL		Fail. NCR 16841. ( Not relevant in a controller based system. )										See Comment

						#113		PMKSA caching		PASS

						#114		Re-Association with WPA2-opportunistic/proactive key caching		PASS

						#115		Association with multiple ESSIDs on AP		PASS

				TEST AREA POWER-SAVE

						#150		802.11 Power-save mode		PASS		Note. UAPSD handshake not working. Ticket 16717.  Workaround availible

						#151		Beacon period and DTIM interval		PASS

						#152		802.11e U-APSD		PASS

				TEST AREA QOS

						#201		WMM – 802.1D/DSCP classification		See Comment		Not tested due to limitations in test bed

						#202		WMM prioritization		PASS		tested with iperf. No noticable degeneration in sound quality

				TEST AREA “MAXIMUM NUMBER OF CALLS”

						#301		Active mode - unencrypted		PASS		10 phones ok fails at 12, 802.11a 16 phones ok		Not possible to change data rates.

						#302		Active mode – encrypted with WEP		PASS		10 phones ok fails at 12, 802.11a 16 phones ok

						#303		Active mode – encrypted with WPA-PSK		PASS		10 phones ok fails at 12, 802.11a 16 phones ok

						#304		Active mode – encrypted with WEP and limited rates to 802.11b only		See Comment		Not relevant

						#305		Active mode – encrypted with WEP and limited Tx rate to 12 Mbit/s		See Comment		Not relevant

						#306		Power-save mode PS_POLL – encrypted with WEP		See Comment		N/A

						#307		Power-save mode U-APSD – encrypted with WEP		PASS		10 phones ok fails at 12, 802.11a 16 phones ok

						#308		Power-save mode U-APSD – encrypted with WPA/TKIP		PASS		10 phones ok fails at 12, 802.11a 16 phones ok

				TEST AREA ROAMING AND HANDOVER TIMES

						#401		Handover with open authentication and no encryption		PASS		802.11a avg: 10ms, 802.11g: 12ms		9, 9, 11, 9, 9, 11, 11, 9, 10  and 11, 13, 13, 14 ,9 ,13, 15, 8, 13

						#402		Handover with open authentication and WEP encryption		PASS		802.11a avg: 10ms, 802.11g: 15ms		9, 9, 9, 9, 18, 9, 9, 9, 9, 9 and 13, 12, 13, 11, 13, 13, 15 10, 18

						#403		Handover with WPA-PSK authentication and TKIP encryption		PASS		802.11a avg: 20ms, 802.11g: 29ms		20, 20, 20, 20, 20, 20, 20, 21, 28, 28, 18 and 28, 29, 28, 29, 34, 33, 27, 28, 30

						#404		Handover with WPA2-PSK auth and AES-CCMP encryption		PASS		802.11a avg: 13ms, 802.11g: 21ms		11, 12, 13, 13, 13, 13, 13, 12, 17, 12, 12 and 19, 20, 18, 20, 24, 23, 22, 18, 21, 20

						#405		Handover with LEAP authentication and WEP encryption		See Comment

						#406		Handover with LEAP authentication and TKIP encryption		See Comment

						#407		Handover with LEAP authentication using CCKM		See Comment

						#408		Handover with PEAP-MSCHAPv2 authentication and AES-CCMP encryption		See Comment		PMKSA always on. Same test as #410

						#409		Handover with with EAP-FAST authentication		NOT TESTED

						#410		Handover using PMKSA caching		PASS		802.11a avg: 28ms, 802.11g: 33ms		27, 28, 41, 23, 28, 28, 26, 26, 28 and 32, 32, 32, 34, 34, 34, 31, 32, 42

						#411		Handover using PMKSA and opportunistic/proactive key caching		PASS		802.11a avg: 14ms, 802.11g: 19ms		14, 14, 14, 14, 12, 14, 14, 14, 16 and 20, 20, 20, 19, 17, 17, 20, 18, 19, 17

				TEST AREA BATTERY LIFETIME

						#501		Battery lifetime in idle		PASS		80h plus

						#502		Battery lifetime in call with no power save		PASS		4h plus

						#503		Battery lifetime in call with power save mode PS_POLL		See Comment		NA for i62

						#504		Battery lifetime in call with power save mode U-APSD		PASS		15h plus

				TEST AREA STABILITY

						#601		Duration of call – Active mode		PASS		24h +

						#602		Duration of call – U-APSD mode		PASS		24h +






vars check f1b0c8ec57c0afb39460194e

# 7.00 hotfix15 IP6000[70300.27], Bootcode[10-7030025], Hardware[302] 

# IP6000-08-03-a6

#

config change FLASHMAN0

config change VARS

config change SNMP0

config change LOG0 /type syslog /addr 192.168.10.187 /method std /fault-method std

config change LOG0 FAULT

config change LOG0 CNT

config change CDR0

config change CDR1

config change CDR2

config change CDR3

config change CDR4

config change CPU

config change SWITCH0

config change PRI1-L1 /term

config change PRI1-L1 /term

config change PRI2-L1 /term

config change PRI3-L1 /term

config change PRI4-L1 /term

config change AC_DSP0

config change AC_DSP1

config change AC_DSP2

config change AC_DSP3

config change AC_DSP4

config change AC_DSP5

config change AC_DSP6

config change AC_DSP7

config change AC_DSP8

config change AC_DSP9

config change AC_DSP10

config change AC_DSP11

config change ADSP

config change MEDIA-FWD

config change TEL-L1

config change ETH0

config change ETH1

config change PRI1-L2

config change PRI2-L2

config change PRI3-L2

config change PRI4-L2

config change TEL-L2

config change PRI1

config change PRI1

config change PRI2

config change PRI2

config change PRI3

config change PRI3

config change PRI4

config change PRI4

config change TEL

config change CFLASH

config change CFLASH

config change CF0

config change CX0

config change PPPOE0

config change PPPOE1

config change ENET1X0

config change ENET1X1

config change PPTP

config change IP0 /priority-tos 0xc0 /priority-tos1 0x00 /ip-trace on

config change IP0 ETH0 /addr 172.20.106.50 /mask 255.255.255.0

config change IP0 ETH1 /addr 10.30.32.118 /mask 255.255.248.0

config change IP0 PPP0

config change IP0 PPP1

config change IP0 PPP2

config change IP0 PPP3

config change IP0 PPP4

config change IP0 PPP5

config change IP0 PPP6

config change IP0 PPP7

config change IP0 PPP8

config change IP0 PPP9

config change IP0 PPP10

config change IP0 PPP11

config change IP0 PPP12

config change IP0 PPP13

config change IP0 PPP14

config change IP0 PPP15

config change IP0 PPP16

config change IP0 PPP17

config change IP0 PPP18

config change IP0 PPP19

config change IP0 PPP20

config change IP0 PPP21

config change IP0 PPP22

config change IP0 PPP23

config change IP0 PPP24

config change IP0 PPP25

config change IP0 PPP26

config change IP0 PPP27

config change IP0 PPP28

config change IP0 PPP29

config change IP0 PPP30

config change IP0 PPP31

config change IP0 RT0 /gateway 172.20.106.1

config change IP0 RT1 /gateway 0.0.0.0

config change IP0 RT2

config change IP0 RT3

config change SRTP_PROVIDER0

config change KEYGEN

config change X509

config change TLS_CIPHER0

config change TLS0

config change TEST

config change TONE

config change HTTP

config change ECHO

config change SIG0

config change SIG1

config change WEBMEDIA

config change PCM-CH

config change NTP0 /addr 192.168.10.168 /interval 60 /offset CET-1CEST-2,M3.5.0/2,M10.5.0/3

config change SYNC

config change NAT0

config change NAT0 H323NAT0 /pcap on

config change DNS0

config change SMTP0

config change CMD0

config change PCAP /enable on

config change SETUP

config change H323 /pcap on /log on

config change SIP /log on

config change TSIP /log on

config change SIPS

config change FLASHDIR0

config change DHCP0 /lease-time 1440 /check-time 60 /offer ,255.255.255.0,192.168.10.1 /pool-cfg 192.168.10.160:192.168.10.210 /mode off /probe-addr arp /vendor-wait 8

config change DHCP1 /mode off /lease-time 1 /check-time 60

config change TELNET0

config change HTTP0

config change HTTPCLIENT0

config change UP0

config change UP1

config change LDAPSRV0

config change LDAPDIR0

config change LDAPREP0

config change WEBDAV0

config change MEDIA

config change CONF

config change RELAY0

config change RELAY0 RELAY-SIP

config change RELAY0 RELAY-TSIP

config change RELAY0 RELAY-SIPS

config change RELAY0 PRI1

config change RELAY0 PRI2

config change RELAY0 PRI3

config change RELAY0 PRI4

config change RELAY0 TEL

config change RELAY0 TEST

config change RELAY0 TONE

config change RELAY0 HTTP

config change RELAY0 ECHO

config change RELAY0 SIG0

config change RELAY0 SIG1

config change RELAY0 CONF

config change RELAY0 SIP1

config change RELAY0 SIP2

config change RELAY0 SIP3

config change RELAY0 SIP4

config change RELAY0 GW1

config change RELAY0 GW2

config change RELAY0 GW3

config change RELAY0 GW4

config change RELAY0 GW5

config change RELAY0 GW6

config change RELAY0 GW7

config change RELAY0 GW8

config change RELAY0 GW9

config change RELAY0 GW10

config change RELAY0 GW11

config change RELAY0 GW12

config change RELAY0 RT1

config change RELAY0 RT2

config change RELAY0 RT3

config change RELAY0 RT4

config change RELAY0 RT5

config change RELAY0 RT6

config change RELAY0 RT7

config change RELAY0 RT8

config change RELAY0 RT9

config change RELAY0 RT10

config change RELAY0 RT11

config change RELAY0 RT12

config change RELAY0 RT13

config change RELAY0 RT14

config change RELAY0 RT15

config change RELAY0 RT16

config change RELAY0 RT17

config change RELAY0 RT18

config change RELAY0 RT19

config change RELAY0 RT20

config change RELAY0 RT21

config change RELAY0 RT22

config change RELAY0 RT23

config change RELAY0 RT24

config change RELAY0 RT25

config change RELAY0 RT26

config change RELAY0 RT27

config change RELAY0 RT28

config change RELAY0 RT29

config change RELAY0 RT30

config change RELAY0 RT31

config change RELAY0 RT32

config change RELAY0 REG

config change PBX0 /mode master /gk-id PBX0 /loc intop /cfnr 15 /incomplete 4 /access 1 /trace on

config change PBX0 PBX-SIP

config change PBX0 PBX-TSIP

config change PBX0 PBX-SIPS

config change PBX0 ADMIN

vars del

vars create CMD0/AUTH pc f1b0c8ec57c0afb39460194e

vars create CPU/TESTLIC p 81

vars create DHCP0/LEASE/1267 pb 00000000c0a80aa1070100013e117a35

vars create DHCP0/LEASE/1268 pb 00000000c0a80aa2070100013e117922

vars create LDAPREP0/AUTH pc 

vars create LDAPSRV0/AUTH pc fcb0c4f5148bb3a6d12413176a01ec05f21c

vars create LICENSE/GW-DECT/00000 p Multicell=255,test-00-90-33-08-03-a6/10025777774,999999,Test+License+for+Project+lab+license+(Ascom):5e41-a365-b3e4-0289

vars create LICENSE/PBX0/00000 p Registrations=2,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):728c-c2c1-5217-5344

vars create LICENSE/PBX0/00001 p Registrations=100,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):b3b1-4a84-54f5-4a95

vars create LICENSE/PBX0/00002 p Registrations=200,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):7205-3bef-09b1-7f5b

vars create LICENSE/PBX0/00003 p Registrations=500,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):5769-6d3c-7018-d443

vars create LICENSE/PBX0/00004 p PBX7#2=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):d4e5-fad3-a183-ed03

vars create LICENSE/PBX0/00005 p PBX7#15=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):f723-a410-e167-32d1

vars create LICENSE/PBX0/00006 p PBX7#30=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):940b-d523-14af-6f98

vars create LICENSE/PBX0/00007 p PBX7#60=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):5c50-8818-6703-8d2f

vars create LICENSE/PBX0/00008 p PBX7#130=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):3b28-082b-9c6c-8eb0

vars create LICENSE/PBX0/00009 p PBX7#250=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):e9ec-5245-3624-01f2

vars create LICENSE/PBX0/00010 p PBX7#500=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):3f45-f0b5-096d-bff0

vars create LICENSE/PBX0/00011 p PBX7#750=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):f563-2159-cf6e-8d75

vars create LICENSE/PBX0/00012 p PBX7#90=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):c54e-fad5-249e-3605

vars create LICENSE/PBX0/00013 p PBX7#45=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):8097-3a8b-4574-1311

vars create LICENSE/PBX0/00014 p PBX7#190=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):5822-a3a2-7d0a-3da0

vars create LICENSE/PBX0/00015 p Operators=50,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):6318-744b-822e-8e41

vars create LICENSE/PBX0/00016 p SoftwarePhones=50,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):68a5-f179-8ed5-b161

vars create LICENSE/PBX0/00017 p Voicemail#15=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):f2fc-1ae6-01dc-7d88

vars create LICENSE/PBX0/00018 p Voicemail#30=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):395e-a433-40cb-5144

vars create LICENSE/PBX0/00019 p Voicemail#60=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):9496-a5c5-5104-461a

vars create LICENSE/PBX0/00020 p Voicemail#90=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):9d48-e64b-c925-7ab6

vars create LICENSE/PBX0/00021 p Voicemail#130=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):d349-7992-d7a8-b240

vars create LICENSE/PBX0/00022 p Voicemail#250=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):bd21-27e3-1891-7a5e

vars create LICENSE/PBX0/00023 p Voicemail#500=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):b480-59fd-ad73-dd06

vars create LICENSE/PBX0/00024 p Voicemail#750=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):11ac-1e1d-3873-ab56

vars create LICENSE/PBX0/00025 p Voicemail#45=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):9237-32df-19a6-c9b8

vars create LICENSE/PBX0/00026 p Voicemail#190=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):b499-c663-feba-7742

vars create LICENSE/PBX0/00027 p Standby#2=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):743e-2e09-581a-b9f6

vars create LICENSE/PBX0/00028 p Standby#15=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):4708-353c-36d0-1647

vars create LICENSE/PBX0/00029 p Standby#30=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):2ca0-d47b-3d48-3395

vars create LICENSE/PBX0/00030 p Standby#60=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):a667-2eb7-a676-5a30

vars create LICENSE/PBX0/00031 p Standby#130=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):e801-1a8e-a1de-031b

vars create LICENSE/PBX0/00032 p Standby#250=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):2a9f-c650-69da-c93b

vars create LICENSE/PBX0/00033 p Standby#500=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):9f66-8230-fc99-1e7e

vars create LICENSE/PBX0/00034 p Standby#750=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):f21e-c7e8-7904-3e6c

vars create LICENSE/PBX0/00035 p Standby#90=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):b4d1-dc76-903c-f290

vars create LICENSE/PBX0/00036 p Standby#45=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):6948-2242-da72-0791

vars create LICENSE/PBX0/00037 p Standby#190=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):2c84-ce4d-a838-a3ff

vars create LICENSE/RELAY0/00000 p Gateway=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):d3da-0376-4a91-926e

vars create LICENSE/RELAY0/00001 p BRIs=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):d5d8-660a-cbd1-1900

vars create LICENSE/RELAY0/00002 p BRIs=2,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):863d-73e5-3eae-d646

vars create LICENSE/RELAY0/00003 p BRIs=4,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):ebba-656d-a59e-6f15

vars create LICENSE/RELAY0/00004 p PRIs=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):5671-fa9d-3f6e-5214

vars create LICENSE/RELAY0/00005 p PRIs=2,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):ecb3-6d3c-76b3-6ef4

vars create LICENSE/RELAY0/00006 p PRIs=4,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):2da2-abe4-3d44-55f8

vars create LICENSE/RELAY0/00007 p Channels=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):62a4-4144-8cab-cde2

vars create LICENSE/RELAY0/00008 p Channels=2,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):7277-cfc6-e70e-b84c

vars create LICENSE/RELAY0/00009 p Channels=4,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):5ae5-759f-01b9-b540

vars create LICENSE/RELAY0/00010 p Channels=8,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):4909-de0b-352f-f704

vars create LICENSE/RELAY0/00011 p Channels=16,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):00e6-096e-50aa-5a32

vars create LICENSE/RELAY0/00012 p Channels=32,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):8794-0412-523b-e185

vars create LICENSE/RELAY0/00013 p ABs=1,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):29fa-6e79-859a-c715

vars create LICENSE/RELAY0/00014 p ABs=2,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):15b8-8e7b-5cc6-30d4

vars create LICENSE/RELAY0/00015 p ABs=3,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):7f8a-bc1b-ed1f-ae30

vars create LICENSE/RELAY0/00016 p ABs=4,test-00-90-33-08-03-a6,999999,Test+License+for+Project+lab+license+(Ascom):d1fc-3b7a-12d8-2a46

vars create PBX0/KEY pc 47d69bc899edd912cb5028192b877772

vars create PBX0/PWD pc f3bcc4eb5e89aba6a250297e1a79947d

vars create PPP0/LOCAL-AUTH pc 

vars create PPP0/REMOTE-AUTH pc 

vars create PPP1/LOCAL-AUTH pc 

vars create PPP1/REMOTE-AUTH pc 

vars create PPP10/LOCAL-AUTH pc 

vars create PPP10/REMOTE-AUTH pc 

vars create PPP11/LOCAL-AUTH pc 

vars create PPP11/REMOTE-AUTH pc 

vars create PPP12/LOCAL-AUTH pc 

vars create PPP12/REMOTE-AUTH pc 

vars create PPP13/LOCAL-AUTH pc 

vars create PPP13/REMOTE-AUTH pc 

vars create PPP14/LOCAL-AUTH pc 

vars create PPP14/REMOTE-AUTH pc 

vars create PPP15/LOCAL-AUTH pc 

vars create PPP15/REMOTE-AUTH pc 

vars create PPP16/LOCAL-AUTH pc 

vars create PPP16/REMOTE-AUTH pc 

vars create PPP17/LOCAL-AUTH pc 

vars create PPP17/REMOTE-AUTH pc 

vars create PPP18/LOCAL-AUTH pc 

vars create PPP18/REMOTE-AUTH pc 

vars create PPP19/LOCAL-AUTH pc 

vars create PPP19/REMOTE-AUTH pc 

vars create PPP2/LOCAL-AUTH pc 

vars create PPP2/REMOTE-AUTH pc 

vars create PPP20/LOCAL-AUTH pc 

vars create PPP20/REMOTE-AUTH pc 

vars create PPP21/LOCAL-AUTH pc 

vars create PPP21/REMOTE-AUTH pc 

vars create PPP22/LOCAL-AUTH pc 

vars create PPP22/REMOTE-AUTH pc 

vars create PPP23/LOCAL-AUTH pc 

vars create PPP23/REMOTE-AUTH pc 

vars create PPP24/LOCAL-AUTH pc 

vars create PPP24/REMOTE-AUTH pc 

vars create PPP25/LOCAL-AUTH pc 

vars create PPP25/REMOTE-AUTH pc 

vars create PPP26/LOCAL-AUTH pc 

vars create PPP26/REMOTE-AUTH pc 

vars create PPP27/LOCAL-AUTH pc 

vars create PPP27/REMOTE-AUTH pc 

vars create PPP28/LOCAL-AUTH pc 

vars create PPP28/REMOTE-AUTH pc 

vars create PPP29/LOCAL-AUTH pc 

vars create PPP29/REMOTE-AUTH pc 

vars create PPP3/LOCAL-AUTH pc 

vars create PPP3/REMOTE-AUTH pc 

vars create PPP30/LOCAL-AUTH pc 

vars create PPP30/REMOTE-AUTH pc 

vars create PPP31/LOCAL-AUTH pc 

vars create PPP31/REMOTE-AUTH pc 

vars create PPP4/LOCAL-AUTH pc 

vars create PPP4/REMOTE-AUTH pc 

vars create PPP5/LOCAL-AUTH pc 

vars create PPP5/REMOTE-AUTH pc 

vars create PPP6/LOCAL-AUTH pc 

vars create PPP6/REMOTE-AUTH pc 

vars create PPP7/LOCAL-AUTH pc 

vars create PPP7/REMOTE-AUTH pc 

vars create PPP8/LOCAL-AUTH pc 

vars create PPP8/REMOTE-AUTH pc 

vars create PPP9/LOCAL-AUTH pc 

vars create PPP9/REMOTE-AUTH pc 

vars create X509/DEVICE_CERTIFICATE/00000 pb 

vars create X509/DEVICE_KEY pbc 

vars create X509/INIT p 1

vars create X509/SERIAL pb 00000001

mod cmd FLASHDIR0 erase-all

mod cmd FLASHDIR0 add-view 101 cn=PBX0

mod cmd FLASHDIR0 add-item 101 (cn=_ADMIN_)(pbx=<user pwd="91ba814ad0d8a514a0ec9b1f58c5bdaa" key="f213c51a20956c5ac0898c8de542681e"/>)(pbx=<filter name="unknown"/>)(h323=pbx-admin)(guid;bin=FAFE063DE909D311BC1E0090330803A6)(usn=1)

mod cmd FLASHDIR0 add-item 101 (cn=1000)(guid;bin=E8AF71E7E909D31196BF0090330803A6)(dn=1000)(h323=1000)(e164=1000)(loc=intop)(node=root)(pbx=<user/>)(usn=7)

mod cmd FLASHDIR0 add-item 101 (cn=1001)(dn=1001)(h323=1001)(e164=1001)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=8DF8AA28E909D311B1680090330803A6)(usn=8)

mod cmd FLASHDIR0 add-item 101 (cn=2000)(dn=2000)(h323=2000)(e164=2000)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=877A3D66E909D311B6B60090330803A6)(usn=9)

mod cmd FLASHDIR0 add-item 101 (cn=2001)(dn=2001)(h323=2001)(e164=2001)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=A9352681E909D31185040090330803A6)(usn=10)

mod cmd FLASHDIR0 add-item 101 (cn=2002)(dn=2002)(h323=2002)(e164=2002)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=6B5CC090E909D31199CF0090330803A6)(usn=11)

mod cmd FLASHDIR0 add-item 101 (cn=2003)(dn=2003)(h323=2003)(e164=2003)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=ABF39DFFE909D31199CF0090330803A6)(usn=12)

mod cmd FLASHDIR0 add-item 101 (cn=2004)(dn=2004)(h323=2004)(e164=2004)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=D27F7F3CE909D31199CF0090330803A6)(usn=13)

mod cmd FLASHDIR0 add-item 101 (cn=2005)(dn=2005)(h323=2005)(e164=2005)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=84BE0AA2E909D31199CF0090330803A6)(usn=14)

mod cmd FLASHDIR0 add-item 101 (cn=2006)(dn=2006)(h323=2006)(e164=2006)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=A2E13583E909D31199CF0090330803A6)(usn=15)

mod cmd FLASHDIR0 add-item 101 (cn=2007)(dn=2007)(h323=2007)(e164=2007)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=FCDB7BBFE909D31199CF0090330803A6)(usn=16)

mod cmd FLASHDIR0 add-item 101 (cn=2008)(dn=2008)(h323=2008)(e164=2008)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=AE927514E909D31199CF0090330803A6)(usn=17)

mod cmd FLASHDIR0 add-item 101 (cn=2009)(dn=2009)(h323=2009)(e164=2009)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=CA4C8CDFE909D31199CF0090330803A6)(usn=18)

mod cmd FLASHDIR0 add-item 101 (cn=2010)(dn=2010)(h323=2010)(e164=2010)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=3A574C74E909D31199CF0090330803A6)(usn=19)

mod cmd FLASHDIR0 add-item 101 (cn=2011)(dn=2011)(h323=2011)(e164=2011)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=F66649FFE909D31199CF0090330803A6)(usn=20)

mod cmd FLASHDIR0 add-item 101 (cn=2012)(dn=2012)(h323=2012)(e164=2012)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=DB54E0BBE909D31199CF0090330803A6)(usn=21)

mod cmd FLASHDIR0 add-item 101 (cn=1002)(dn=1002)(h323=1002)(e164=1002)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=4CB14D8FE909D311A0140090330803A6)(usn=22)

mod cmd FLASHDIR0 add-item 101 (cn=1003)(dn=1003)(h323=1003)(e164=1003)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=A65553F9E909D311A0140090330803A6)(usn=23)

mod cmd FLASHDIR0 add-item 101 (cn=PeK3032)(h323=PeK3032)(e164=3032)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=9E122D5AE909D311A3010090330803A6)(usn=25)

mod cmd FLASHDIR0 add-item 101 (cn=PeK3031)(guid;bin=12949CA7E909D311A3010090330803A6)(dn=3031)(h323=PeK3031)(e164=3031)(loc=intop)(node=root)(pbx=<user/>)(usn=27)

mod cmd FLASHDIR0 add-item 101 (cn=1004)(dn=1004)(h323=1004)(e164=1004)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=D70721EAE909D311B8710090330803A6)(usn=28)

mod cmd FLASHDIR0 add-item 101 (cn=1005)(dn=1005)(h323=1005)(e164=1005)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=26973EE6E909D311973C0090330803A6)(usn=29)

mod cmd FLASHDIR0 add-item 101 (cn=1006)(dn=1006)(h323=1006)(e164=1006)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=99A24EFBE909D311973C0090330803A6)(usn=30)

mod cmd FLASHDIR0 add-item 101 (cn=1007)(dn=1007)(h323=1007)(e164=1007)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=5E0040D1E909D311973C0090330803A6)(usn=31)

mod cmd FLASHDIR0 add-item 101 (cn=1008)(dn=1008)(h323=1008)(e164=1008)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=6E3A6B44E909D311973C0090330803A6)(usn=32)

mod cmd FLASHDIR0 add-item 101 (cn=1009)(dn=1009)(h323=1009)(e164=1009)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=D38D9B12E909D311973C0090330803A6)(usn=33)

mod cmd FLASHDIR0 add-item 101 (cn=1010)(dn=1010)(h323=1010)(e164=1010)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=976E785AE909D311973C0090330803A6)(usn=34)

mod cmd FLASHDIR0 add-item 101 (cn=1011)(dn=1011)(h323=1011)(e164=1011)(loc=intop)(node=root)(pbx=<user/>)(guid;bin=A7371B4DE909D311973C0090330803A6)(usn=35)




#
# System Configuration
# CLI Version 7.41
#
#

#
# Topology
topology
    internal-vlanid 1
    multicast-support none
    apply
    end

topology
    "Admin"
        sync-timestamp 1287502715
        apply
        l3
            ip 192.168.10.1/24
            cert default
            apply
            exit
        exit
    end

topology
    "esa0"
        3rd-party disable
        apply
        l3
            ip 192.168.0.16/24
            ap-register enable
            mgmt enable
            cert default
            apply
            dhcp
                mode none
                apply
                exit
            exit
        l2
            tagged disable
            apply
            exit
        exit
    end

topology
    "esa1"
        3rd-party disable
        apply
        l3
            ip 10.0.1.1/24
            ap-register disable
            mgmt enable
            cert default
            apply
            dhcp
                mode none
                apply
                exit
            exit
        l2
            tagged disable
            apply
            exit
        exit
    end

topology
    "Bridged at AP untagged"
        name "Bridged at AP untagged"
        sync-timestamp 1289932749
        apply
        l2
            tagged disable
            apply
            exit
        exit
    end
#
# VNS Global
vnsmode
    das
        port 3799
        replay_interval 300
        apply
        exit
    adminctr
        max-voice-reassoc 80
        max-voice-assoc 60
        max-video-reassoc 60
        max-video-assoc 40
        flex-client-access 100%-packet
        apply
        exit
    radius
        strict disable
        radius-mac-format 1
        include-service-type disable
        delay-client-msg 20
        apply
        exit
    radius
        create "intop radius" 172.20.106.113 "secret"
        "intop radius"
            auth-port 1812
            acct-port 1813
            auth-prio 1
            acct-prio 1
            auth-retries 3
            acct-retries 3
            auth-timeout 5
            acct-timeout 5
            interim 30
            protocol MS-CHAP2
            shared-secret "secret"
            name "intop radius"
            ip "172.20.106.113"
            apply
            exit
        exit
    radius
        create "cisco" 172.20.106.209 "secret"
        "cisco"
            auth-port 1812
            acct-port 1813
            auth-prio 2
            acct-prio 2
            auth-retries 3
            acct-retries 3
            auth-timeout 5
            acct-timeout 5
            interim 30
            protocol CHAP
            shared-secret "secret"
            name "cisco"
            ip "172.20.106.209"
            apply
            exit
        exit
    radius
        create "172.20.106.117" 172.20.106.117 "secret"
        "172.20.106.117"
            auth-port 1812
            acct-port 1813
            auth-prio 3
            acct-prio 3
            auth-retries 3
            acct-retries 3
            auth-timeout 5
            acct-timeout 5
            interim 30
            protocol MS-CHAP2
            shared-secret "secret"
            name "172.20.106.117"
            ip "172.20.106.117"
            apply
            exit
        exit
    rateprofile
        exit
    default-policy
        topology-name "Bridged at AP untagged"
        rateprf-in "Unlimited"
        rateprf-out "Unlimited"
        sync disable
        sync-timestamp 1287502715
        apply
        apfilters
            config 1 proto none 0.0.0.0/0 in dst out src deny
            apply
            exit
        acfilters
            config 1 proto none 0.0.0.0/0 in dst out src deny
            apply
            exit
        exit
    end
#
# L2ports
l2ports
    esa0
        port enable
        apply
        exit
    esa1
        port enable
        apply
        exit
    end
#
# Host Attributes
host-attributes
    hostname HWC
    domain siemens.com
    apply
    # DNS Servers
    dns
        no dns 1
        no dns 1
        no dns 1
        apply
        exit
        end
#
# OSPF, Static Routes
ip
    ospf
        area 0.0.0.0
        areatype default
        status disable
        apply
        ospfinterface
            0
                status disable
                linkcost 10
                authtype none
                hellointerval 10
                deadinterval 40
                retransmitinterval 5
                transmitdelay 1
                apply
                exit
            1
                status disable
                linkcost 10
                authtype none
                hellointerval 10
                deadinterval 40
                retransmitinterval 5
                transmitdelay 1
                apply
                exit
            exit
        exit
    route 172.20.106.0 255.255.255.0 192.168.0.50 float
    apply
    end
#
# Port speed
lanset admin autoneg_on any
lanset lan1 autoneg_on any
lanset lan2 autoneg_on any
#
# System Maintenance
loglevel ac 4
loglevel ap 4
healthpoll enable

#
# Mitigator
mitigator
    no analysis
    apply
    end
#
# lbs
lbs
    server-ip "0.0.0.0"
    service disable
    apply
    end
#
# Network Time
time
    ntp 1
    tz import America/Indianapolis
    apply
    end
#
# System Log
syslog
    no svcmsg
    no audmsg
    facility application 0
    end
#
# Checkpoint
checkpoint
    end
#
# Web Settings
web
    timeout 1:00
    no showvns
    guestportal-admin-timeout 1:00
    apply
    end
#
# Secure Connections
secureconnection
    end
#
# FTP Servers
ftp_server BU_RESTORE 172.20.106.152 anonymous anonymous ./ HWC.15122010.144316.zip
ftp_server UPGRADE 192.168.0.2 anonymous anonymous ./ AC-MV-07.41.01.0180-1.gps

#
# Mobility
mobility
    mrole none
    apply
    end
#
# SNMP
snmp
    enable v1v2
    rcommunity public
    rwcommunity private
    context
    severity 1
    port 162
    publish-ap enable
    apply
    end
#
# Scheduled Backup
schedule_backup
    protocol ftp
    type all
    freq never 
    apply
    end
#
# Management Users
login
    end
#
# User Interface
no runinstallwizard

#
# Session Availability
availability
    no pair
    apply
    end
#
# AP
ap
    defaults
        std
            no telnet
            poll_timeout 15
            client_session
            no persistent
            no bcast_disassoc
            country United States
            no lldp
            led-mode normal
            lbs-status enable
            apply
            radio1
                mode a
                dtim 5
                beaconp 100
                nonUnicastQuota 100
                rts 2346
                frag 2346
                domain  MyDomain
                tx_max_power 18
                divtx alternate
                divrx best
                hwretries  00000
                max-distance 100
                no atpc
                minbrate 6
                maxbrate 24
                maxoprate 54
                admin-mode off
                dcs
                    mode off
                    channel_plan all-non-dfs
                    exit
                apply
                exit
            radio2
                mode b
                dtim 5
                beaconp 100
                nonUnicastQuota 100
                rts 2346
                frag 2346
                domain  MyDomain
                tx_max_power 18
                divtx alternate
                divrx best
                hwretries  00000
                max-distance 100
                no atpc
                minbrate 1
                maxbrate 11
                maxoprate 11
                preamble long
                admin-mode on
                dcs
                    mode off
                    channel_plan auto
                    exit
                apply
                exit
            exit
        11n
            ssh enable
            poll_timeout 15
            client_session
            no persistent
            no bcast_disassoc
            country United States
            no lldp
            led-mode normal
            lbs-status enable
            apply
            radio1
                mode an
                dtim 5
                beaconp 100
                nonUnicastQuota 100
                rts 2346
                frag 2346
                domain  MyDomain
                tx_max_power 18
                antsel left-middle-right
                n_chlwidth 40
                n_guardinterval short
                max-distance 100
                atpc
                minbrate 6
                tx_min_power 0
                tx_adjust_power 0
                n_pmode
                n_ptype cts only
                n_poffset 20
                n_pbthreshold 50
                no n_aggr_msdu
                n_aggr_msdu_max 4096
                no n_aggr_mpdu
                n_aggr_mpdu_max 65535
                n_aggr_mpdu_max_subframes 64
                no n_addba_support
                admin-mode on
                dcs
                    mode off
                    channel_plan all-non-dfs
                    exit
                apply
                exit
            radio2
                mode bgn
                dtim 5
                beaconp 100
                nonUnicastQuota 100
                rts 2346
                frag 2346
                domain  MyDomain
                tx_max_power 18
                antsel left-middle-right
                n_chlwidth 20
                max-distance 100
                atpc
                minbrate 1
                tx_min_power 0
                tx_adjust_power 0
                pmode auto
                prate 11
                preamble short
                ptype cts only
                n_pmode
                no n_aggr_msdu
                n_aggr_msdu_max 4096
                no n_aggr_mpdu
                n_aggr_mpdu_max 65535
                n_aggr_mpdu_max_subframes 64
                no n_addba_support
                admin-mode on
                dcs
                    mode off
                    channel_plan auto
                    exit
                apply
                exit
            exit
        dualband
            no telnet
            poll_timeout 15
            client_session
            no persistent
            no bcast_disassoc
            country United States
            no lldp
            led-mode normal
            lbs-status enable
            apply
            radio1
                mode a
                dtim 5
                beaconp 100
                nonUnicastQuota 100
                rts 2346
                frag 2346
                domain  MyDomain
                tx_max_power 18
                divtx alternate
                divrx best
                hwretries  00000
                max-distance 100
                no atpc
                minbrate 6
                maxbrate 24
                maxoprate 54
                preamble long
                admin-mode off
                dcs
                    mode off
                    channel_plan all-non-dfs
                    exit
                apply
                exit
            radio2
                mode b
                dtim 5
                beaconp 100
                nonUnicastQuota 100
                rts 2346
                frag 2346
                domain  MyDomain
                tx_max_power 18
                divtx alternate
                divrx best
                hwretries  00000
                max-distance 100
                no atpc
                minbrate 1
                maxbrate 11
                maxoprate 11
                preamble long
                admin-mode on
                dcs
                    mode off
                    channel_plan auto
                    exit
                apply
                exit
            exit
        4102
            no telnet
            poll_timeout 15
            client_session
            no persistent
            no bcast_disassoc
            country United States
            no lldp
            led-mode normal
            lbs-status enable
            apply
            radio1
                mode a
                dtim 5
                beaconp 100
                nonUnicastQuota 100
                rts 2346
                frag 2346
                domain  MyDomain
                tx_max_power 18
                divtx alternate
                divrx best
                hwretries  00000
                max-distance 100
                no atpc
                minbrate 6
                maxbrate 24
                maxoprate 54
                admin-mode off
                dcs
                    mode off
                    channel_plan all-non-dfs
                    exit
                apply
                exit
            radio2
                mode b
                dtim 5
                beaconp 100
                nonUnicastQuota 100
                rts 2346
                frag 2346
                domain  MyDomain
                tx_max_power 18
                divtx alternate
                divrx best
                hwretries  00000
                max-distance 100
                no atpc
                minbrate 1
                maxbrate 11
                maxoprate 11
                preamble long
                admin-mode on
                dcs
                    mode off
                    channel_plan auto
                    exit
                apply
                exit
            exit
        learnac
        apply
        exit
    maintenance
        upgrd default
        apply
        exit
    registration
        no security
        dinterval 3
        dretry 3
        cluster-encryption enable
        cluster-inter-ap-roam enable
        cluster-shared-secret 8d7dacab
        pwhash 88fb408278749b41eee77bdca13def56
        sshhash $1$twUig$fk9kf17..963NkQubkpcb0 231DE9C55CD134D5C9E0F39858671CBF
        apply
        exit
    blacklist
        mac-list-mode black
        apply
        exit
    end

ap
    serial import 10280247235J0000 "10280247235J0000" AP3610-1 ap LOCAL
    10280247235J0000
        usedhcp
        poll_timeout 15
        client_session
        no persistent
        no bcast_disassoc
        no vlanid
        no lldp
        led-mode normal
        lbs-status enable
        port-setting auto
        tunnel-mtu 1500
        ssh enable
        country United States
        bindkey 18225ADBDAE34855653FA3562A898B46
        wired-mac 00:1F:45:93:D6:06
        apply
        radio1
            mode an
            dtim 5
            beaconp 100
            nonUnicastQuota 100
            rts 2346
            frag 2346
            domain  MyDomain
            ch -1
            ch_req 0
            tx_max_power 18
            antsel left-middle-right
            atpc
            minbrate 6
            tx_min_power 0
            tx_adjust_power 0
            n_chlwidth 40
            n_chlbonding down
            n_chlbonding_req 2
            n_guardinterval short
            n_poffset 20
            n_pmode
            n_ptype cts only
            n_pbthreshold 50
            no n_aggr_msdu
            n_aggr_msdu_max 4096
            no n_aggr_mpdu
            n_aggr_mpdu_max 65535
            n_aggr_mpdu_max_subframes 64
            no n_addba_support
            max-distance 100
            admin-mode on
            dcs
                mode off
                channel_plan all
                exit
            apply
            exit
        radio2
            mode bgn
            dtim 5
            beaconp 100
            nonUnicastQuota 100
            rts 2346
            frag 2346
            domain  MyDomain
            ch -1
            ch_req 0
            antsel left-middle-right
            preamble short
            tx_max_power 18
            pmode auto
            prate 11
            ptype cts only
            atpc
            minbrate 11
            tx_min_power 0
            tx_adjust_power 0
            n_chlwidth 20
            n_pmode
            no n_aggr_msdu
            n_aggr_msdu_max 4096
            no n_aggr_mpdu
            n_aggr_mpdu_max 65535
            n_aggr_mpdu_max_subframes 64
            no n_addba_support
            max-distance 100
            admin-mode on
            dcs
                mode off
                channel_plan auto
                exit
            apply
            exit
        exit
    end

ap
    serial import 10280904235J0000 "10280904235J0000" AP3610-1 ap LOCAL
    10280904235J0000
        usedhcp
        poll_timeout 15
        client_session
        no persistent
        no bcast_disassoc
        no vlanid
        no lldp
        led-mode normal
        lbs-status enable
        port-setting auto
        tunnel-mtu 1500
        ssh enable
        country United States
        bindkey 1BC8D7B1B92AA6CD22BA3271E88E280D
        wired-mac 00:1F:45:93:D4:C3
        apply
        radio1
            mode an
            dtim 5
            beaconp 100
            nonUnicastQuota 100
            rts 2346
            frag 2346
            domain  MyDomain
            ch -1
            ch_req 5180
            tx_max_power 20
            antsel left-middle-right
            atpc
            minbrate 6
            tx_min_power 0
            tx_adjust_power 0
            n_chlwidth 40
            n_chlbonding up
            n_chlbonding_req 1
            n_guardinterval short
            n_poffset 20
            n_pmode
            n_ptype cts only
            n_pbthreshold 50
            no n_aggr_msdu
            n_aggr_msdu_max 4096
            no n_aggr_mpdu
            n_aggr_mpdu_max 65535
            n_aggr_mpdu_max_subframes 64
            no n_addba_support
            max-distance 100
            admin-mode on
            dcs
                mode off
                channel_plan all
                exit
            apply
            exit
        radio2
            mode bgn
            dtim 5
            beaconp 100
            nonUnicastQuota 100
            rts 2346
            frag 2346
            domain  MyDomain
            ch -1
            ch_req 2437
            antsel left-middle-right
            preamble short
            tx_max_power 24
            pmode auto
            prate 11
            ptype cts only
            atpc
            minbrate 11
            tx_min_power 0
            tx_adjust_power 0
            n_chlwidth 20
            n_pmode
            no n_aggr_msdu
            n_aggr_msdu_max 4096
            no n_aggr_mpdu
            n_aggr_mpdu_max 65535
            n_aggr_mpdu_max_subframes 64
            no n_addba_support
            max-distance 100
            admin-mode on
            dcs
                mode off
                channel_plan auto
                exit
            apply
            exit
        exit
    end

ap
    serial import 10280911235J0000 "10280911235J0000" AP3610-1 ap LOCAL
    10280911235J0000
        usedhcp
        poll_timeout 15
        client_session
        no persistent
        no bcast_disassoc
        no vlanid
        no lldp
        led-mode normal
        lbs-status enable
        port-setting auto
        tunnel-mtu 1500
        ssh enable
        country United States
        bindkey FA4E7654D11B58AA02F7009A8C1AA267
        wired-mac 00:1F:45:93:D4:CB
        apply
        radio1
            mode an
            dtim 5
            beaconp 100
            nonUnicastQuota 100
            rts 2346
            frag 2346
            domain  MyDomain
            ch -1
            ch_req 5240
            tx_max_power 24
            antsel left-middle-right
            atpc
            minbrate 6
            tx_min_power 0
            tx_adjust_power 0
            n_chlwidth 40
            n_chlbonding down
            n_chlbonding_req 2
            n_guardinterval short
            n_poffset 20
            n_pmode
            n_ptype cts only
            n_pbthreshold 50
            no n_aggr_msdu
            n_aggr_msdu_max 4096
            no n_aggr_mpdu
            n_aggr_mpdu_max 65535
            n_aggr_mpdu_max_subframes 64
            no n_addba_support
            max-distance 100
            admin-mode on
            dcs
                mode off
                channel_plan all
                exit
            apply
            exit
        radio2
            mode bgn
            dtim 5
            beaconp 100
            nonUnicastQuota 100
            rts 2346
            frag 2346
            domain  MyDomain
            ch -1
            ch_req 2412
            antsel left-middle-right
            preamble short
            tx_max_power 20
            pmode auto
            prate 11
            ptype cts only
            atpc
            minbrate 11
            tx_min_power 0
            tx_adjust_power 0
            n_chlwidth 20
            n_pmode
            no n_aggr_msdu
            n_aggr_msdu_max 4096
            no n_aggr_mpdu
            n_aggr_mpdu_max 65535
            n_aggr_mpdu_max_subframes 64
            no n_addba_support
            max-distance 100
            admin-mode on
            dcs
                mode off
                channel_plan auto
                exit
            apply
            exit
        exit
    end


#
# Policy
policy
    create "Ascom-NonAuth" snmpid 1 -1 2 1
    "Ascom-NonAuth"
        topology-name "Bridged at AP untagged"
        rateprf-in no-change
        rateprf-out no-change
        filter-status enable
        name "Ascom-NonAuth"
        sync-timestamp 1157632633
        apply
        apfilters
            config 1 proto none 0.0.0.0/0 in dst out src deny
            apply
            exit
        exit
    end

policy
    create "Ascom-Auth" snmpid 2 -1 2 1
    "Ascom-Auth"
        topology-name "Bridged at AP untagged"
        rateprf-in no-change
        rateprf-out no-change
        filter-status enable
        name "Ascom-Auth"
        sync-timestamp 1157632661
        apply
        apfilters
            config 1 proto none 0.0.0.0/0 in dst out src allow
            apply
            exit
        exit
    end
#
# WLANS
wlans
    create "CompTest80211SI" mode std ssid "CompTest80211SI" rfsid 1
    "CompTest80211SI"
        status enable
        remotable disable
        interwlan-roaming enable
        aplist "10280247235J0000" both
        aplist "10280904235J0000" both
        aplist "10280911235J0000" both
        ssid "CompTest80211SI"
        timeout-pre 5
        timeout-post 30
        timeout-session 0
        direct-client-traffic disable
        sync-timestamp 1157632526
        apply
        auth
            mac disable
            mode none
            cdr disable
            apply
            exit
        priv
            mode wpa-psk
            psk "comptest"
            wpa-v2 aes
            group-key-ps disable
            apply
            exit
        qos-policy
            dot11e disable
            priority-map import 02000000000000000000020002000200010003000300030003000400040004000400050005000500050000000000060006000000000000000700000000000000
            video-admission-control disable
            voice-admission-control disable
            legacy disable
            priority-override-up 1
            priority-override disable
            turbo-voice disable
            uapsd enable
            wmm enable
            flex-client-access disable
            apply
            exit
        rf
            process-client-ie disable
            11h-support disable
            11h-power-reduction disable
            ssid-suppress disable
            energy-save-mode disable
            apply
            exit
        exit
    end

wlans
    create "testssid2" mode std ssid "testssid2" rfsid 2
    "testssid2"
        status enable
        remotable disable
        interwlan-roaming enable
        aplist "10280247235J0000" both
        aplist "10280904235J0000" both
        aplist "10280911235J0000" both
        ssid "testssid2"
        timeout-pre 5
        timeout-post 30
        timeout-session 0
        direct-client-traffic disable
        sync-timestamp 1288896467
        apply
        auth
            mac disable
            mode none
            cdr disable
            apply
            exit
        priv
            mode wpa-psk
            psk "comptest"
            wpa-broadcast-rekey 3600
            wpa-v1 auto
            wpa-v2 auto
            group-key-ps disable
            apply
            exit
        qos-policy
            dot11e disable
            priority-map import 02000000000000000000020002000200010003000300030003000400040004000400050005000500050000000000060006000000000000000700000000000000
            video-admission-control disable
            voice-admission-control disable
            legacy disable
            priority-override-up 1
            priority-override disable
            turbo-voice disable
            uapsd disable
            wmm enable
            flex-client-access disable
            apply
            exit
        rf
            process-client-ie disable
            11h-support disable
            11h-power-reduction disable
            ssid-suppress disable
            energy-save-mode disable
            apply
            exit
        exit
    end
#
# AP Default Assignments
ap
    defaults
        assign
            wlans-list "CompTest80211SI" radio1
            wlans-list "CompTest80211SI" radio2
            apply
            exit
        end
#
# AP Load Groups Assignments
ap
    load-groups
        exit
    end
#
# VNS
vnsmode
    create "Ascom" wlans "CompTest80211SI" pol "Ascom-NonAuth"
    "Ascom"
        wlans-name "CompTest80211SI"
        non-auth "Ascom-NonAuth"
        auth "Ascom-Auth"
        restrict disable
        status enable
        name "Ascom"
        sync-timestamp 1157632686
        apply
        exit
    end

vnsmode
    create "testssid" wlans "testssid2" pol "Ascom-Auth"
    "testssid"
        wlans-name "testssid2"
        non-auth "Ascom-Auth"
        auth non-auth
        restrict disable
        status enable
        name "testssid"
        sync-timestamp 1288896765
        apply
        exit
    end
#
# SNMP COS
snmp-cos 0 0 -1 -1 -1 -1
snmp-cos 1 1 -1 -1 -1 -1
snmp-cos 2 2 -1 -1 -1 -1
snmp-cos 3 3 -1 -1 -1 -1
snmp-cos 4 4 -1 -1 -1 -1
snmp-cos 5 5 -1 -1 -1 -1
snmp-cos 6 6 -1 -1 -1 -1
snmp-cos 7 7 -1 -1 -1 -1



