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An Enterasys Networks White Paper



Introduction

Meeting the network connectivity and security needs of the Upstream Facility Control System reference
architecure, Enterasys proposes a poHegsed network allowing secured access, {odsed

communication rules, and distributed enforced security. Modern process control networks are
deploying standarddased Ethernet and TCP/IP communications. While this is porwmity for

improved process through the use of advanced applications, risks associated with stapalseds
technologies in the process environment must be controlled. Enterasys offers arsgpgms

architecture withsimple to useolicy administratio and fully distributed policy enforcement to assure

the security and availability of missiamitical process communications.

Security in Process Control Network Environments

The communications infrastructure in process control environments is evolVirgge is a shift from the
highly proprietary process control communications systems of the past to communication systems that
are in line with the traditional business data networks of today. These network systems are heavily
rooted in standarddased Bternet (IEEE 802.3) for the communication medium and TCP/IP for the
communications protocol. Although this shift to a standab@dsed network communications approach
brings about much desired consolidation of systems and resources, it also representaacew

potentially major security risk to process control systems and the critical infrastructure that they

support. Threats such as Distributed Denial of Service Attacks must now be considered when deploying
the supporting communications technology of a pess control system. If the modern, open architected
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the potential for loss of visibility or even control of critical processes becomes a real posdibdity.

results of an attack on these systems could result in a process malfunction which may have serious
financial ramifications or possible hazardous ramifications.

In addition to the new communication systems and architecture which supports the evoldogss
control environment, there is the changing requirement of administration and operation of these
systems. As process control environments converge into the overall architecture of the enterprise
network systems, IT functions will expand beyond ttealttional computing environments of the
enterprise network, and will include the convergence of the process control system. Network access
control technologies become even more critical with the requirements of user and system/application
communication ira process control environment. Proactive protection must include all converged
systems in the solution coverage model. Rigake threat response technologies must be effective in
recognizing and mitigating potential dangerous events occurring anywhehe iconverged network.
Remediation of vulnerable and ttrusted systems must be safely administered on the network system
without risk to neighboring devices and systems.

Using Enterasys Secure Netwotks 1 SOKy 2f 23ASazx |y STFSOGABS ySig2N)
posture can be realized in the modern infrastructure of the process control environment. Access to the
communications infrastructure, the mission critical applications and services in toeggeontrol

environment is controlled and secured; significant proactive measures are implemented to protect

against known threats and dangerous communications behaviors on the process control network; and

reaktime threats to the process control commuat@on environment are automatically isolated and

mitigated using innovative dynamic response security technologies. The result is a highly available and

secure modern process control network environment.



Design Challenge Reference Architecture

Buildinga secure network for a process control environment requires attention to several aspects of

network design. Technologies used and the deployment of those technologies must tightly secure the

specific process control network environment from internal antémal attacks or breaches. Both

proactive and reactive protection methodologies must be implemented to ensure that mission critical
communications run unaffected by security events. In addition, centralized visibility and control of the

network infrastrud¢ure, connected systems, and security policies must be realized for operational
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approach to access control, proactive protection, and dynamic response is reaéatidg a highly

specialized network security model for the process control environment

Using the reference architecture belayprovided for the PCSF design challe@ﬁerasys Secure
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related to the critical process environment.
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Below, the reference architecture has been modified to highlight the points of policy establishment and
enforcement which an Enterasys solution can provide. The Level 3Z5abiLevel 3 Policy LAN is
consolidated into a single polig@nabled intelligent switch platform, and the Level 2 Policy LANs are
consolidated or physically disperse with polayabled intelligent switches based upon connectivity,
capacity and environmeal requirements. Policy administration is distributed throughout the reference
architecture based upon operational requirements of the overall environment.

The resulting network communications foundation with embedded policy control points provides the
framework for secure, deterministic communications in the referenced upstream facility control system.
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The requirement of secure infrastructure components is accounted for wherever there exists critical
infrastructure products which could be compromisadoutright attacked, impacting their ability to

deliver the foundations communications availability required for the process environment. The figure
below depicts the secure infrastructure components.

VPN Gateways in the DMZ must be
secured against compromise which
could allow invalid access.

Network-Baszed Firewalls and ID5S

appliances in the DMZ must be secured
againat compromise.
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Policy rules for network and application communioas can be complex. A strong polizgsed

architecture will include an abstraction layer for administering policy configuration. Centralized visibility
of the entire network and critical policy enforcement points must be deployed through automated
network management applications. The establishment of all the-baeed policy profiles to be used in

the process control network takes place at the centralized management application and does not have
to be done individually at each policy enforcement pointtioa network. The application for

establishing policy profiles is a simple to use graphical user interface (GUI) making it easy to establish
complex policy profiles to be leveraged even in large and complex networks. Once policy profiles are
established cemally, they are distributed to all the policy enforcement points (the peéogabled

network switches) throughout the network. This is done through a siroli& of the mousen the

policy administration application. Once the policy profiles are disteihun the pervasive network,
individual network communication rules can be enforced against specific traffic from specific
users/devices/applications. The correct policy rules are enforced at the correct place in the network at
the correct time. This fraework of establishing policy centrally, distributing policy pervasively, and
enforcing policy dynamically allows for a highly secure and deterministic network communications
environment. The figure below depicts the establishment, distribution and enfoec¢ipoint of

network policy.
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Access control technologies are dispersed throughout the secure network. Hcamémc

authentication and authorization can be positioned with VPN termination at the entry point of the
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the Level4 and the LeveB networks (L 3.5 DMZ) using firewall rules, \A@\Nolicy mapping, and

multi-user authentication technologies. Finally, hur@amtric authentication and authorizamn is

positioned within the LeveB process control network through MAsased, Wekbased, and 802.1X

access control. In each of these secure points of access, users of the communications network must be
authenticated, and access to critical servicesniu§& | dzi K2 NAT SR 6l aSR 2y {(G(KS vy
The figure below depicts humarentric access control within the reference architecture.

Termination point of tunnels authorized from the
Level-4 network. Access to the Level-3 network
authenticated and authorized with strict
communications policies through the DMZ.
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User authentication and application/service authorization
enforced at the direct connection point of local users
attached in the Level-3 network.



Machinecentric authentication and authorization is contained within the Lévahd LeveB networks.

Endsysem accountability is provided through the strict access control paid to thesgatéms

attempting to connect to the infrastructure in these high security environments. Only designated end

systems will be allowed to communicate on the Le¥@ind LeveB networks, and the entire connected
endd@aiSY SY@ANRYYSylG ¢Aft -2netBorkaThefiuiiedd&towRepioty ¢ Ay G KS
machinecentric access control within the reference architecture.



