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Abstract

This document introduces a set of measurable metrics focused on the effect of imple-
menting a Secure Network Solution from Enterasys. The metrics are grouped into three
major areas: cost control, system capability improvements and risk mitigation.
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Secure Network Metrics 

Secure Networks is an architectural solution developed by Enterasys Networks as a more
comprehensive approach to networking, which includes intrinsic security in the network.
The approach was developed in response to the reality today that organizations are under
attack. These attacks can come from inside or outside the organization, and may pose 
different levels of risk from trivial to severe. When an attack on an organization is 
successful, the costs can be enormous. In the UK, the Corporate IT Forum (tif)1 estimated
that each security incident now costs £122,000 ($230,700 USD) in man-hours and related
costs2. This makes security a significant risk to on-going business operations, and as such,
an area that must be addressed properly. The goal of Secure Networks is to address these
security issues and thereby protect an organization and reduce the risk from these security
breaches.

The implementation of Secure Networks Solutions from Enterasys will impact customers
positively in three key areas: Operational Effectiveness, Financial Improvement, and
Business Advantage. In order to differentiate the various marketed or real solutions that
are present in the industry from various vendors, measurable metrics of how the solutions
improve the customer’s IT situation are critical. These metrics function as an industry
benchmark for what constitutes a Secure Network.

Operational Effectiveness Metrics

Operational effectiveness is measured in terms of how the IT organization can improve its
overall ability to support the business and quickly perform the critical functions needed to
leverage the IT systems as a competitive advantage without imparting additional risk. 

Financial Improvement Metrics

Financial improvement is measured in terms of controlling, limiting or reducing the oper-
ational cost of IT services. This can be measured in terms of either human capital or cost
of technology associated with achieving the IT and business objectives of the organization. 

Business Advantage Metrics

Business advantage is measured in terms of how the IT systems and technologies 
can enable new business opportunity, reduce risk associated with business operations 
or introduce efficiency improvements to the core business of the organization.

1  The Corporate IT Forum in the UK is an independent organization representing the IT end-user community. The group includes over 2,800 
senior IT directors and managers over 140 of Europe’s largest IT user organizations. It included 50 of the FTSE 100 companies on the London
Stock Exchange, representing a combined IT spend of over £20 billion ($37.8 billion USD) per year.

2  Press release, November 14, 2003, http://www.tif.co.uk/news/PR20011114.html 
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Security Operations Efficiency (Metric Category 1.0)
Description:
This is a group of metrics, which is comprised of three sub-metrics:

• Time to configure and deploy security policies

• Time to provide secure mobility

• Concentration of configuration/operation functions

The Security Operations Efficiency metrics are used to determine how efficiently a security
operation is functioning when in a steady operational state, not under attack.

One thing to keep in mind is that time metrics can easily be converted to costs by under-
standing the value of that time to the organization. For instance, if an organization earns
$100,000 per minute and the organization is stopped for ten minutes, the cost is
$1,000,000. 

Value Expected:
While the metrics here are grouped together, they are not summed to provide a single
overall number.

Optimal performance—See below individual metrics (1.1, 1.2, 1.3)

Fair performance—See below individual metrics (1.1, 1.2, 1.3)

Time to Configure and Deploy Security (Metric 1.1)

Description:
The cost associated with the definition, configuration and deployment of security policies
to the network infrastructure. This metric is to some extent affected by metric 1.3. 

Value Expected: 
Optimal value—15 minutes/policy

Fair value—less than 60 minutes/policy

Secure User Mobility (Metric 1.2)

Description:
The cost associated with the movement of company assets, including systems and users,
while protecting the infrastructure based on derived security that was established at the
original location.

Value Expected: 
Optimal value—0 minutes/move

Fair value—less than 60 minutes/move

Financial: NO Operational: YES Business: YES 

Financial: YES  Operational: YES Business: YES 



Page 5 of 20 • Whitepaper

Concentration of Configuration/Operation Functions (Metric 1.3)

Description:  
The percentage of the network elements deployed in an infrastructure that can have 
a security parameter configured from a single central administrative control point. The
efficiency of security operations can easily be tied to concentration of configuration and
operations control, preferably in one or very few consoles. The advantages of concentrating
the vast majority of functions in one console are:

• The operator will be able to become more proficient with that console

• Time will be saved because of not moving to other consoles or waiting for the manage-
ment processes to start for other management tasks

• Response time for completing a task will be improved

Value Expected:  
Optimal value—100% of network elements

Fair value—greater than 75% of network elements

Overall Security Response Efficiency (Metric Category 2.0)
Description:
This is a group metric, which is comprised of three measurements:

• Time to Detect Event

• Time to Assess and Locate Event

• Time to Respond and Correct

The security response efficiency is a good predictor of how an organization will fare when
under attack. 

One thing to keep in mind is that time metrics can easily be converted to costs by under-
standing the value of that time to the organization. For instance, if an organization earns
$100,000 per minute and the organization is stopped for ten minutes, the cost is
$1,000,000. 

Value Expected:
The value expected here is:

Time to Detect + Time to Assess/Locate + Time to Respond/Correct

Each metric is examined separately in the sections below. Since the metrics can be affected
by the size of the network, these values are based on an infrastructure consisting of
approximately 1,000 network devices (switches and routers).

Optimal performance—less than 540 seconds (9 minutes)3

Fair performance—less than 80 minutes4

Financial: YES  Operational: YES Business: YES 

3 For the three metrics combined
4 For the three metrics combined
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Time to Detect Event (Metric 2.1)

Description:  
The time (in real time) that it takes to identify a tangible security breach5 on the network
inclusive of malicious and non-malicious events.

Value Expected:  
Optimal performance—less than 180 seconds (3 minutes)

Fair performance—less than 60 minutes

Time to Assess and Locate Event (Metric 2.2)

Description:  
The time (in real time) that it takes to locate the physical source of a security breach
against the network or associated resources and therefore assess the severity and breadth
of an event. Physical source is defined as related to the network infrastructure, located on
a specific switch, or router generally down to the individual port. Note: Identification within
a VLAN is not considered a physical source, as the association of the VLAN to the 
network infrastructure is theoretically not fixed.

Value Expected: 
Optimal performance—less than 60 seconds6

Fair performance—less than 10 minutes7

Time to Respond and Correct (Metric 2.3)

Description:  
The time (in real time) that it takes to respond to a security breach and apply a technology
correction to mitigate the risk associated with that breach. This does not necessarily mean
patching all end systems with an upgrade, but being able to protect the infrastructure from
the damage associated with a security event.

Value Expected: 
Optimal performance—less than 60 seconds8

Fair performance—less than 10 minutes9

Financial: YES  Operational: YES Business: YES 

Financial: YES  Operational: YES Business: NO

Financial: YES  Operational: YES Business: YES 

5 A security breach is defined as an incident that is non compliant to standard operating procedure or within a defined acceptable use policy
6 For an infrastructure of approximately 1,000 network devices
7 For an infrastructure of approximately 1,000 network devices
8 For an infrastructure of approximately 1,000 network devices
9 For an infrastructure of approximately 1,000 network devices
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Security Control (Metric Category 3.0)

Description: 
This group of three metrics covers the amount of operational control an organization has
regarding security. The amount of control an organization has directly relates to the impact
that will be felt during a security event. For example, assume an organization has very
coarse control of the network and an event occurs, which forces the organization to isolate
portions of the network to protect users from the event. With only coarse control, it is very
likely that a significant number of users will be affected by that event. If, on the other hand,
the organization has very granular control down to a user, or better yet specific traffic flows
from that user, then the organization can narrowly define a response to an event. This will
tend to affect fewer users and have a smaller impact on the organization. There are three
metrics, which make up this group:

• Number of devices/endpoints under central control

• Depth of control on devices

• Control of network ingress points (high risk vs. low risk)

These metrics are grouped together by type, but cannot necessarily be summed or equated
statistically.

Value Expected:
The value of each individual metric is determined in the respective sections below.

Granularity of Control (Metric 3.1)

Description: 
The ability of the network system to exert control over the greatest number of devices is
very desirable, but at the same time the granularity of that control is very important. This
is the case because, when a security event occurs, being able to isolate a single point of
attack or compromise is much better than isolating groups of users or physical areas of
connectivity. If a network’s control capability can only control IT constructs such as
VLANs, subnets or ports, there is a high probability that in many cases actions taken 
to suppress an offending station will inadvertently impact adjacent users, devices or 
applications that are not behaving improperly. 

Value Expected: 
Optimal value—100% of devices, individually controlled

Fair value—greater than 75% of devices, individually controlled

Financial: NO  Operational: YES Business: NO

Financial: NO  Operational: YES Business: YES
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Depth of Control (Metric 3.2)

Description: 
The amount of control that the network system is able to exert over individual devices 
is critical to how specific the control of the system can become. Also, the more specific 
a control can be during a security event the more likely the impact of the event will be
minimized. This is the case because, when a security event occurs, being able to isolate
a single type of traffic flow being used in an attack or compromise is much better than 
isolating all communications from users or physical areas of connectivity. If a network’s
control capability can only control applications at the TCP level or higher, there is a better
probability that the actions taken to suppress an offending station will not inadvertently
impact non-affected applications. It is also important to note that this level of control must
be possible without a significant performance penalty on the network. Depth of control is
considered on ports where granularity of control (previous metric) applies to the individual
device. This means that devices that cannot be controlled individually would not apply here. 

To be able to apply the concept of depth of control to various devices, it is necessary to
understand that the level of control can be different for each device. For instance it may
be possible to control a traffic stream right to the application layer on one device, but
another device may only be able to be turned on and off (physical layer control – signal/no
signal). Because this is the case, it is difficult to set one standard to use for depth of control.
In order to address this, the following non-linear table is established. 

Table 1. Depth of Control Levels

This table establishes reference values for control levels. This means that the measured
amount of control for a device is based on where in the OSI model the control can be
applied. This means that if a device can be controlled at the transport layer, for instance,
it is said to be 90% controlled.  If every device in the network could be controlled at the
transport layer then the following would be true:

100% of Devices Controlled   x   90% Control Level for Devices 

= 90% Depth of Control

Value Expected: 
Optimal value—90%, depth of control value

Fair value—greater than 75%, depth of control value

Application    Presentation    Session    Transport    Network    Data-link     Physical
100% 97% 94% 90%         75% 50% 25%

Financial: NO Operational: YES Business: YES
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Ingress Network Points Protected (Metric 3.3)

Description: 
One of the most significant issues with IT security is the assumption that attacks will 
conveniently ingress the business IT infrastructure at the points where selected perimeter
security technology is present. While this would be a nice scenario, security threats, like
water, tend to flow around obstructions. In order to strengthen the overall security position
of a business, it is desirable to have a less porous edge. By instituting security technology
in a greater portion of the overall edge of the communications network, security is 
substantially increased and risk reduced. Many methods of such security can be utilized,
but at a minimum, the edge could be considered to provide security to the infrastructure
if it can understand acceptable traffic, applications and/or users and actively intervene
when anomalous events are detected. This defines the security capability of the edge and
is related to the previous two metrics.

The attribute that defines this metric set is risk level of the ingress point. This is combined
with the security capability level of that point. There are two types of ingress points 
considered—high-risk ingress points and low-risk ingress points. Looking first at risk
level, high-risk ingress points are ones where there is a much greater likelihood that an
attack will take place. These are points such as public areas with network connections,
home users with VPN connections, common work areas with minimal physical access control,
or the perimeter of the controlled physical space in the case of wireless. Low-risk points
are areas where physical security is in place. These areas include controlled access areas
such as computer rooms, wiring closets and, even to some extent, individual employee
work areas such as offices and cubicles. The assumption here is that these are areas where
physical access is somehow limited to authorized personnel. Security capability is 
simply categorized as protected or unprotected based on the capabilities mentioned above
and measured in the previous two metrics.

Metric 3.3a measures the percentage of physical entry points, which are considered high-risk.

Metric 3.3b measures the percentage of physical entry points, which are considered low-risk.

The two metrics must equal 100% of ports in the infrastructure.

Value Expected: 
Metric 3.3a – Optimal value—100% of high-risk ports protected

Metric 3.3a – Fair value—greater than 75% of high-risk ports protected

Metric 3.3b – Optimal value—100% of low-risk ports protected

Metric 3.3b – Fair value—greater than 25% of low-risk ports protected

Financial: NO Operational: YES Business: YES
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Business Cost of Security Events (Metric Category 4.0)

Description: 
This is a group of three metrics, which are used to calculate the approximate cost of a security
event for an organization by finding the amount of time diverted from regular business processes
to either combat the security threat, or the time and opportunity lost from the business due to
an attack. Each of the metrics measures the time impact during a security event. These times
are converted to costs, based on an individual organization’s costs multiplied by the time taken
for each metric. These costs are added together to produce a real cost for an organization. The
values for the purposes of comparison are left as times.

Value Expected:
Optimal Value—0 minutes

Fair value—less than 5 hours

The value expected here will be based on the following three metrics:

• IT staff time required to deal with a security event

• User downtime during a security event

• Business revenue downtime during a security event

Each of these metrics is explained in more detail in their relevant sections below.

IT Staff Use (Metric 4.1)

Description: 
The number of IT professional resources (in man hours), which are diverted to mitigate a
single security event.

Value Expected:  
Optimum value—0 minutes

Fair value—less than 60 minutes 

User Downtime (Metric 4.2)

Description: 
This is the productive time lost by the user community in an organization due to a specific
security event. While user downtime is not strictly an IT cost, it is a real and critical business
measure. In this case, the time (and therefore cost) can be influenced by the IT organization
both by minimizing the downtime itself, and by potentially offering increased protection of
critical user communities so that they are less likely to be affected by a security event.

Value Expected:
Optimal value—0 minutes

Fair value—120 minutes

Financial: YES  Operational: YES Business: YES

Financial: YES  Operational: YES Business: NO

Financial: YES  Operational: NO Business: YES
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Lost Revenue Time (Metric 4.3)

Description: 
This metric measures the amount of time an organization cannot generate revenue due to
a security event. This metric can be tied to bottom-line financials for an organization. This
is a real cost to the business consisting of lost revenue when an event occurs. While this
is not strictly an IT cost, this is a direct cost to the organization, and, as such, an important
metric when considering the cost of security events. 

Value Expected:
Optimal value—0 minutes

Fair value—120 minutes10

Secure Networks Business Impact (Metric Category 5.0)

Description: 
This group of four metrics measures the impact of implementing a new security architecture
such as Secure Networks. These metrics are designed to look at a previous baseline and
compare it to a new security approach.  In many organizations after security has been
implemented, there is not as much emphasis in determining business value derived from
that implementation. In many cases, this is not done simply because it is difficult to measure
quantitatively how security has positively impacted the business. This is generally true
since most security systems do not provide the tools to measure improvements. A Secure
Network implementation does provide the tools needed to perform quantitative measure-
ments of improvements in security. If the organization does not have a Secure Network in
place, it is still encouraged to look at these metrics and attempt to quantify them anyway.
This will give the organization the opportunity to evaluate their current practice to the best
practices associated with Secure Networks implementations. This group of metrics 
consists of the following four items:

• Reduction of Business Cost Due to Security Events

• Reduction in Number of Security Events

• Alignment of Technology with Business

• Improvement in Continuity

Value Expected:
The value expected from these metrics are individual and cannot be summarized into one
value. Each should be considered individually and used as a comparison to a time when
security had not been improved.

Financial: YES Operational: YES Business: YES

Financial: NO  Operational: NO Business: YES

10 Arguably any time above 0 for this value could be considered unacceptable: however, that is not the reality today.
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Reduction of Business Cost Due to Security Events (Metric 5.1)

Description:  
This metric measures the difference in business cost after a new security architecture,
such as Secure Networks, is implemented. In order for this metric to be valid, the costs to
the organization prior to implementing a new security architecture must be understood.
This metric categorizes the costs associated with a security event, including as many 
tangible factors as possible. These include the metrics measured in section 2.0 (Security
Response Efficiency) as well as the metrics from section 4.0 (Business Cost of Security
Events). What makes this metric different than section 4.0, is the fact that it is a 
comparison between a previous security architecture and a new security architecture such
as Secure Networks.

Value Expected:  
Optimal value—75% reduction in costs to the business

Fair value—greater than 25% reduction in costs to the business

Reduction in Security Events (Metric 5.2)

Description:   
The ultimate goal of any security strategy is to prevent security attacks, and ultimately 
to reduce the time spent on them. This metric is defined as the measurement of the reduction
of security events. This does not mean that the number of attacks an organization faces is
reduced. This metric considers that over a given number of attacks, the number of attacks
that actually become security events that require intervention and costly responses are
reduced, therefore reducing impact to the business.

Value Expected:  
Optimal value—reduction of security events by 75%

Fair value—reduction of security events by 25%

Financial: YES  Operational: YES Business: YES

Financial: YES  Operational: YES Business: YES
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Alignment of Technology with Business (Metric 5.3) 

Description: 
Elimination of improper placement of security technology can impact business processes
in various ways. This is probably the most difficult metric to measure since it attempts 
to measure the lost opportunities associated with security technology either being 
misplaced, ineffective or lacking in features required by the business. In many cases
because of a lack of network-based security technology and the need to do something to
address the imminent threats enterprises face, a general reaction has been to overcom-
pensate and place technology in roles for which it was not designed, misalign staff 
and create excessive or misdirected partner relationships. By throwing resources at the
problem, people have felt that they were addressing the issues of IT security. 

With a Secure Network, infrastructure security, which was a critical missing component,
is now participating in the security and network solution. This allows traditional security
devices to move back to their designed function, IT staff to be optimized and partnerships
to focus on their high-value aspects. In this scenario, no business opportunities should be
missed because of misaligned security technologies.

Value Expected: 
Optimal value—0% business opportunities affected

Fair range—less than 25% of business opportunities affected

Secure Networks should eliminate situations where bandwidth/capacity is compromised
by placement of non-line-rate security devices in the critical path of communications.

Financial: YES  Operational: YES Business: YES
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Continuity Improvement (Metric 5.4)

Description:   
This metric quantifies improvement in the business continuity of the network infrastructure
versus continuity before implementing a Secure Network. It is important to note here that
this measurement attempts to quantify the business continuity not simply the network
continuity. Network continuity is simply the ability of the network to continue to pass 
traffic under all conditions. While this is important, it is not what is of primary importance
to a business. The business ultimately cares about business continuity, that is the ability
of network to continue to pass traffic that is critical to keeping the organization functioning. 

Value Expected:  
Optimum value—75% improvement over baseline

Fair value—25% or greater improvement over baseline

Value utilized should come from whatever baseline is currently in use for decision support
in the enterprise network. 

It is expected that the baseline could include one or more of the following network attributes: 

• Link Saturation: When a link exceeds the maximum load desirable on it

• Reachability: The ability of packets to reach pre-defined end points

• Latency and Jitter: The predictability of time delivery of traffic

• Packet Loss: The amount of discarded packets due to buffer overflows and link saturation 

The baseline should also include attributes to measure the continuity of critical applica-
tions, which rely on the network. Examples of attributes that could be included11:

• Application Response Time: Time for the application to respond to a typical request

• Application Session Drops: The number of sessions dropped by the application in
a given time period

• Application Transaction Time: The time for a transaction to be completed

Financial: YES  Operational: YES Business: YES

11  Additional attributes and examples of what can be measured for application response times is available at
http://pastmon.sourceforge.net/documentation/generic_plugin.pdf.
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Secure Networks Index 

In order to create an aggregate view of the effect of these metrics, a Secure Networks
Index can be calculated. By giving a point score to the effectiveness of implementing
Secure Network technology, one can measure the current state of their implementation.
The higher the numbering of this metric is, the better able the IT systems will be in
impacting the overall business security posture. It is critical to understand that no system
is absolutely secure at any time, but this index provides a measure of understanding of
how well Secure Networks technology has been utilized by the organization. 

# Metric Weight    Optimal (3 Points)      Average (2 Points)         Fair (1 Point)
1.0 Security Operations Efficiency
1.1 Time to Configure and Deploy 10% 15 Minutes  30 Minutes  60 Minutes
1.2 Secure User Mobility 5% 0 Minutes   25 Minutes 60 Minutes
1.3 Concentration of Configuration and 

Operation Functions  5% 100% 90% 75%
2.0 Overall Security Response Efficiency 250 Seconds  26 Minutes  80 Minutes
2.1 Time to Detect 7% 180 Seconds   20 Minutes                    60 Minutes 
2.2 Time to Assess and Locate 6% 60 Seconds                  5 Minutes  10 Minutes 
2.3 Time to Respond/Correct 7% 60 Seconds 3 Minutes  10 Minutes
3.0 Security Control Capabilities
3.1 Granularity of Control 7% 100% 90 %  75%
3.2 Depth of Control 7% 90% 85% 75%
3.3a Network High-Risk Ingress Points Protected       3% 100% Protected 90% Protected 75% Protected
3.3b Network Ingress Low-Risk Points Protected 3%               100% Protected 75% Protected 25% Protected
4.0 Business Cost of Security Events
4.1 IT Staff Use 6% 0 Minutes   30 Minutes 60 Minutes
4.2 User Downtime 6% 0 Minutes   60 Minutes 120 Minutes
4.3 Lost Revenue Time 8% 0 Minutes   60 Minutes 120 Minutes
5.0 Secure Networks Business Impact
5.1 Reduction of Business Cost Due to 

Security Events 5% 75% 50% 25% 
5.2 Reduction of Security Events 5% 75% 50% 25%
5.3 Alignment of Technology with Business 5% 0% misaligned 10% misaligned 25% misaligned
5.4 Continuity Improvement 5%             75% improvement 50% improvement 25% improvement
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1.0 Security Operations Efficiency
Sum of 1.1 + 1.2 + 1.3 
Do not fill in this value; it is derived from the next three metrics.

1.1 Time to Configure and Deploy Security
Less than 15 Minutes            = 3 points (Optimal)
Between 15 and 30 minutes = 2 points (Average)
Between 31 and 60 minutes   = 1 point (Fair)
More than 60 minutes            = 0 points (Unacceptable)

1.2 Time for Secure User Mobility Configuration
No reconfiguration = 0 minutes/move                                      = 3 points (Optimal)
Management reconfiguration only = 30 minutes /move              = 2 points (Average)
Management + end system reconfiguration = 60 minutes/move  = 1 point    (Fair)
Management, end system and network reconfig =  >60 m/move = 0 points (Unacceptable)

1.3 Concentration of Configuration/Operation Functions
100% of network elements                              = 3 points  (Optimal)
Between 90% and 99% of network elements     = 2 points (Average)
Between 75% and 90% of network elements     = 1 point (Fair)
Less than 75%                                                = 0 points (Unacceptable)

2.0 Overall Security Response Efficiency
Sum of 2.1 + 2.2 + 2.3 
Do not fill in this value; it is derived from the next three metrics.

2.1 Time to Detect
Less than 3 Minutes              = 3 points (Optimal)
Between 3 and 20 minutes = 2 points (Average)
Between 21 and 60 minutes   = 1 point (Fair)
More than 60 minutes           = 0 points (Unacceptable)

3.1 IT Staff Use Per Security Event
No time diverted                   = 3 points  (Optimal)
Between 1 and 30 minutes     = 2 points  (Average)
Between 21 and 60 minutes   = 1 point (Fair)
More than 60 minutes           = 0 points (Unacceptable)

2.2 Time to Assess and Locate
Less than 60 Seconds         = 3 points (Optimal)
Between 1 and 5 minutes = 2 points (Average)
Between 6 and 10 minutes = 1 point (Fair)
More than 10 minutes         = 0 points (Unacceptable)

2.3 Time to Respond/Correct
Less than 60 seconds              = 3 points (Optimal)
Between 61 and 180 seconds = 2 points (Average)
Between 3 and 10 minutes     = 1 point (Fair)
More than 10 minutes             = 0 points (Unacceptable)
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3.0 Security Control Capabilities
Do not fill in this value; it is derived from the next three metrics.

3.1 Granularity of Control
Individual device on ANY segment (even shared)  = 3 points  (Optimal)
Individual device on more than 50% of network   = 2 points (Average)
Only all ingress ports                                           = 1 point (Fair)
Less than all ingress ports                                    = 0 points (Unacceptable)

3.2 Depth of Control
Depth of Control Level > 90%         = 3 points (Optimal)
Depth of Control Level > 85%         = 2 points (Average)
Depth of Control Level >= 75%       = 1 point (Fair)
Depth of Control Level < 75%         = 0 points (Unacceptable)

3.3a Network High-Risk Ingress Points Protected by Security
100% protected                                      = 3 points (Optimal)
Between  90% and 99% protected           = 2 points (Average)
Between  50% and 75% protected           = 1 point (Fair)
Less than or equal to 75%protected       = 0 points (Unacceptable)

3.3b Network Low-Risk Ingress Points Protected by Security
100% protected                                      = 3 points (Optimal)
Between  50% and 75% protected           = 2 points (Average)
Greater than or equal to 25% protected    = 1 point (Fair)
Less than 25% protected                         = 0 points (Unacceptable)

4.0 Business Cost of Security Events
Sum of 4.1 + 4.2 + 4.3 
Do not fill in this value; it is derived from the next three metrics.

4.1 IT Staff Use Per Security Event
No time diverted                     = 3 points  (Optimal)
Between 1 and 30 minutes     = 2 points  (Average)
Between 21 and 60 minutes     = 1 point (Fair)
More than 60 minutes             = 0 points (Unacceptable)

4.2 User Downtime Per Security Event
No down time                          = 3 points  (Optimal)
Between 1 and 60  minutes      = 2 points  (Average)
Between 60 and 120 minutes = 1 point (Fair)
More than 120 minutes            = 0 points (Unacceptable)
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4.3 Lost Revenue Time Due to Security Event
No lost revenue time at any point during event       = 3 points  (Optimal)
Lost revenue time between 1 and 60   minutes       = 2 points (Average)
Lost revenue time between 60 and 120  minutes  = 1 point (Fair)
Lost revenue time more than 120 minutes             = 0 points (Unacceptable)

5.0 Secure Networks Business Impact
Do not fill in this value; it is derived from the next four metrics.

5.1 Reduction in Business Cost Due to Security Events
After baseline of attacks understood
Reduction by 75%         = 3 points  (Optimal)
Reduction by 50%         = 2 points (Average)
Reduction by 25%         = 1 point (Fair)
No Reduction                = 0 points (Unacceptable)

5.2 Reduction in Security Events
After baseline of security events understood
Reduction by 75%         = 3 points  (Optimal)
Reduction by 50%         = 2 points (Average)
Reduction by 25%         = 1 point (Fair)
No Reduction                = 0 points (Unacceptable)

5.3 Alignment of Technology with Business
Need to understand and quantify, as a percentage of total projects, how many of these projects  
are negatively impacted by a lack security infrastructure in the business.
Security has caused 0% impact                                         = 3 points (Optimal)
Security has impacted between 1 and 10% of functions       = 2 points (Average)
Security has impacted between 11% and 25% of functions  = 1 point  (Fair)
Security has impacted more than 25% of functions              = 0 points  (Unacceptable)

5.4 Continuity Improvement
After baseline of average continuity is understood
Improvement by 75%         = 3 points (Optimal)
Improvement by 50%         = 2 points (Average)
Improvement by 25%         = 1 point (Fair)
No Improvement                = 0 points (Unacceptable)
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