
As I reflect 
on the many 
different activities 
that Enterasys 
has initiated in 
support of our local 
community, I am 

both amazed and proud.  Enterasys 
has a Charitable Contributions 
Committee – a subcommittee of 
our employee-driven Enterasys 
Leadership Team (ELT).  From 
walking in the rain to donating gear 
to wearing crazy hats, this group has 
found a way to make a difference 
and I think it is worth sharing some 
of their accomplishments. 

Enterasys and the ELT Charitable 
Contributions Committee started off 
the year on the right foot by making 
a donation of two WAN/VPN XSR 
routers to Advocates Inc. – a human 
services provider in Massachusetts 
that serves 12,000 individuals and 
employs 850 people.  The Enterasys 
technology connects over 20 remote 
offices and we were recognized 
by Advocates for our generous 
contribution with an award  
plaque, which is displayed in our  
headquarters lobby.

A dreary day won’t keep 
Enterasys employees away…  On 
May 3rd, despite cold and rainy 
conditions, over 50 Enterasys 
employees, friends and family 
participated in the seacoast March 

for Babies as part of “Kailey’s Team” 
to raise money to prevent premature 
birth – the leading cause of infant 
death. Kailey’s Team captain was the 
feisty Kailey Lytle, daughter of veteran 
Enterasys GTAC employee, Mike 
Lytle.  Kailey, an energetic five year 
old with big blue eyes, inspired the 
entire company with her dramatic 
birth story, since she was born three 
months early weighing a mere two 
pounds.  Kailey’s Team came in 
#1 in the state of New Hampshire, 
raising a total of $9861.00 – more 
than 3x the amount raised the 
year before.  Thanks to the support 
of Enterasys employees, many 

babies will receive 
life-saving and life-
changing medical 
care that will help 
them to grow into 
healthy children. 

The effort to support local 
communities reaches to all parts 
of the globe and in this area our 
Ireland team has been making a lot 
of noise. The Enterasys Shannon 
Cultural Promotion Project has 
recently sponsored a child in a 
developing country through the World 
Vision Ireland program. The child is 
Foday, a five year old boy from Sierra 
Leone.  Our sponsorship will play an 
important part in continuing to help 
Foday and his family to achieve hope 
and self-reliance.

Whoever said that doing 
good and having fun can’t go 
hand-in-hand?  Our Ireland office 
regularly sponsors a “Hat Day”, 
in which employees pay money 
to compete in an outlandish hat 
contest – the employee with the 
most votes wins and gets to donate 
to their charity of choice. The ELT 
adds to the contribution, making 
it a true company-wide effort. 
Recent donations in the amount 
of approximately $500 each have 
been made to Barnardos, a charity 
that supports disadvantaged kids 
throughout Ireland, and to  
Milford Hospice.

As Americans celebrated the 
Fourth of July, Enterasys Ireland 
sponsored an event to help people 
from one of the poorest townships in 
South Africa gain their independence 
by building them homes.  The ELT 
was a proud sponsor of the Golf 
Classic in Aid of the Niall Mellon 

Township Trust, an 
event to raise the 
money needed to 
facilitate sending ten 
volunteer construction 
tradesmen to South 
Africa, including 
the cost of materials 
needed to build the 
homes. 

I think it is 
evident through these activities that 
Enterasys is a socially responsible 
organization and our employees 
are on an on-going mission to give 
back to their local communities. We 
strive to make our success an asset 
to the community and this is just 
another reason you can feel good 
about partnering with and supporting 
Enterasys – I know it’s one of the 
reasons why I am proud to be CEO.
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$1,000 Winner
And the Winner Is...
Congratulations to Frank Mader, 
Network Director at East Liverpool 
City Hospital for winning $1,000.    

His entry was chosen from among 
the correct responses  
to the question:

The new Dragon Multi-Gigabit 
Intrusion Detection & Prevention 
appliances are:

a) $20,000 per gigabit of 
throughput performance

b) Offer 1 gigabit and 10  
gigabit interfaces

c) A key part of distributed 
intrusion prevention

d) Help secure a multi-vendor 
network

e) All of the above

The answer: (e) 

Being selected as the official 
InteropNet 2008 Las Vegas 
backbone and security provider of 
the world’s largest part-time network 
out of the largest pool of applicants 
in the history of the program was 
just the beginning.  Now came the 
real challenge: How to build a secure 
network for over 40,000 users in less 
than 40 days.

If only it was that simple.  
Enterasys needed to design and 
implement a simple, stable and 
secure network with a diverse set of 
volunteer engineers from around the 
world, none of whom were familiar 
with the products involved.  We also 
needed to protect key infrastructure 
assets and remain highly available 
while allowing open access to show 
attendees…without the use of  
any firewalls.  

So, how did we do?  In a 
nutshell, Enterasys delivered 100% 
uptime for the 40,000+ connections 
throughout the show and thwarted 
over 1.4 million daily network 

attacks by providing a solution that 
holistically integrated security and 
availability throughout the entire 
network infrastructure. 

Thanks to the Enterasys 
advantage we were able to not only 
meet, but exceed, the expectations 
of the InteropNet 2008 staff.  Here 
are some of the facts that we are 
most proud of:
•	 Enterasys delivered a simple, 

stable and secure solution that 
exceeded cost, quality and speed 
expectations.

•	 By embedding identity-based 
priority and security for users and 
applications, InteropNet show 
volunteers had a network with 
a level of visibility and security - 
according to NOC staff - that has 
never before been achieved.

•	 Enterasys product advantages gave 
way to operational efficiencies and 
InteropNet was fully operational  

2 days ahead of schedule 
(Enterasys was the first provider to 
achieve this goal in recent years).

•	 Enterasys’ broad adoption and 
implementation of industry 
standards throughout the product 
line made it possible for all of the 
Enterasys infrastructure products 
to be polled and managed by third-
party management systems and 
trouble-shooting tools.

•	 Enterasys met the primary mandate 
to virtualize every application 
possible by leveraging a key feature 
of the Matrix® N-Series – multi-
user role-based access control. 
Combined with centralized network 
access control (NAC), virtual 
machines consistently received 
the QoS and security services they 
required from the network.

•	 One of the largest measures of 
success was the ability of each user 
to get an IP address.  No DHCP-

related trouble tickets were issued 
thanks to Enterasys’ proactive 
prevention policies.  (In past years, 
one of every three help desk trouble 
tickets was related to IP addressing 
problems.)

•	 Dragon® Security Command 
Console’s ability to summarize 
all the security event information 
into a single recommended action 
view helped the InteropNet help 
desk staff make critical decisions 
to either isolate the end-point or 
inform the device owner of security-
related concerns. 
We are proud of our performance 

as the official InteropNet 2008 
backbone and security provider, 
delivering 100% availability with 
centralized visibility and control.   
We invite you to read our whitepaper 
to gain additional insight and 
details into Enterasys’ support for 
InteropNet 2008.   

Building a Secure Network for 40,000 Users  
in Less Than 40 Days



 
 

Enterasys NAC and NetSight 
version 3.1.1 are now available, 
introducing the option to provide 
Enterasys end-point assessment for 
both agent-less and agent-based 
(dissolvable and permanently 
installed agent) security health 
posture.  The assessment is an 
add-on license for the new in-line 
Enterasys NAC Controllers and the 
ITA version of the Enterasys NAC 
Gateway released with v3.1 in  
March 2008.

Agent-less assessment provides 
network-based scanning for any 
operating system and can be 
configured to assess end-systems 
at various levels of intensity for an 
extensive list of vulnerabilities. This 
assessment is configurable within 
NetSight NAC Manager.

Agent-based assessment 
supports Windows operating 
systems, and allows you to configure 
individual tests that you want the 
scan to perform, such as whether 
antivirus software is up-to-date and 
running, if the end-system’s firewall 
is enabled, if patches are  
up-to-date, and if P2P software is 
running. This assessment is also 
configurable within NetSight NAC 
Manager.

NetSight version 3.1.1 adds 
embedded ACL Management to 
simplify the management of ACLs 
on the Enterasys routers such as 
the Enterasys Matrix N-Series and 

X-Series.   The new ACL Manager 
provides a mechanism to graphically 
define access control lists and 
apply them to logical interfaces. It 
uses the paradigm of Enforce and 
Verify, allowing you to modify ACL 

definitions and how they are applied 
to the network without making any 
configuration changes on the devices 
until you press the Enforce button. 
ACL Manager provides the  
following functionality:
•	 Separates the definition of ACLs 

from the specific logical interfaces 
that they can be applied to.

•	 Provides the ability to apply ACLs 
that have been defined to a logical 
interface or an Agent Service.

•	 Allows a user to document rules, 
ACLs, and interfaces.

•	 Keeps an audit trail of changes 
(with a date and time stamp as well 
as the user name of the person 
making modifications) to aid in 

troubleshooting problems across 
the enterprise.

•	 Queries for rules defined in an ACL 
that are obscured by previously 
defined rules.

•	 Reads and displays the currently 
configured ACLs on a router or set 
of routers.

•	 Imports and displays ACLs from a 
valid router configuration as a  
text file.

•	 Tests ACLs applied to a device by 

providing the characteristics of a 
packet of data and verifying that  
it will or will not pass through  
the device.
NetSight 3.1.1 also adds OSPF 

management in NetSight Console.  
This feature will use OSPF to show 
topology map information related to 
the status and connectivity between 
devices.  It also provides an overlay 
functionality.  Overlays add visual 
features to your map (e.g., link color, 
link weights, and endpoint symbols) 
that are meaningful to a particular 
logical view. For example, adding the 
Spanning Tree overlay causes root 
ports, active links, and root bridges 
to become more prominent in  
the map. 

Finally, many improvements were 
made to Policy Manager including 
streamlined workflows for improved 
usability and new Policy Manager, 
Database (.pmd) files that provide 
ready-made workflows for common 
policy scenarios. Each .pmd file 
contains all the elements (roles, 
services, rules, VLAN membership, 
class of service) that define how 
network traffic is handled for 
each scenario.  The files include 
default policies for general purpose 
networking, vertical services for the 
healthcare industry, device services 
for the Enterasys Matrix N-Series, 
VoIP services (ShoreTel), and iSCSI 
SAN services (LeftHand Networks).  
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•	 2008 Customer  
Satisfaction Survey

•	 Another customer success story
 

Impact is published monthly for 
Enterasys Networks customers  
and partners.

 
We welcome your questions, 
comments, and suggestions.  
Please email  
impact@enterasys.com.

Coming Next 
Month...  
 
The August issue of Impact will 
include these items and more:

Enterasys® NAC/NetSight® v3.1.1 Released


